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CERT.LV activities -

Security awareness raising

Varis Teivans, CERT.LV
34th TF-CSIRT, 22.09.2011.
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CERT.LV

« CERT.LV - incident response
 CERT.LV — awareness raising
* Future plans
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CERT.LV
Incident response
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CERT.LV

* Operational since 1 February 2011
* Operates on the basis of IT Security Law
« State funded, in 2011 - 10 people, 5 FTE
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Incident statistics for 7 months
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CERT.LV incident statistics targeting state
institutions directly

Bot statistics in gov institutions
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CERT.LV
awareness raising
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Awareness raising, education,
exercise organization,
recommendations




CERT.LV

* |Information on newest viruses and threats
 Articles, suggestions

« Examples for IT security principles and
rules
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* Open in May 2011
 Authors — CERT.LV team, individuals
from LV-CSIRT initiative

 Published first video material
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Laipni l0dzam majaslapa

ESI DROSS!

] majaslapa ir paredz&ta ikvienam,
kurs ripéjas par sava datora
drosTbu un savu drosTbu interneta.
Majas lapu uztur Informacijas
tehinologiju droibas incidentu
noverdanas institdcija (CERT.LV) un
tajd informacijas tehnolodiju
specidlisti no LV-C3IRT iniciafivas

= Ap un par drosibu (5)

¢ Darba (7)

¢ |leteikumu lade (9)

Majas (15)

» HNotikumi pasaulé (1)
Pasakumi un notikumi (1)

Publiskas vietas (7)

Saisu lenta

¢ Informacijas tehnolodiju
drogibas incidentu novérsanas
institlicija — CERT.LV

+ LR Satiksmes ministrija

¢ |\ CSIRT iniciativa grupas sniedz padomus, dalds
» Het-Safe Latvia Drogaka AKTUALIE RAKSTI pieredze, ka arlir gatavi athildet uz
interneta centrs Jisu jautajumiem par Jisu datora

drogibu un Jisu drodthu interneta.

Publikaciju kalendars
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Why should they need trusted information source?

Percentage of Visited Pages Containing Malicious Links
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* Topics divided:
— At home
— At work
— In public places
— Suggestions
— Events
— Global news
— About security
— Articles
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To whom the IP is lllegal content — what it

assigned? is & what can i do? Social networks

Keyloggers & spyware Phishing



_________________________ AcERT.Lv,,

—_——

i
ﬁ, iﬂtﬁ %.-i

My PC is infected — what
should i do now?

What shoul be taken into
account when planning WiFi
network?




CERT.LV

+ Difficulties to get new content
— Promises from many, results from few ®

* No funding for the project in 2011 — all
voluntary work
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Neatklaj datus par sevi nepazistamiem cilvekiem!

Nebit ne visi, ko Tu satiec virtualaja vidé, ir tie, par ko uzdodas. BieZi vien

|aundari slépj savu patieso seju, lai vieglak piekldtu Tev, Taviem radiem un

draugiem. Jo vairak Tu par sevi atklasi, jo vieglak vini varés nodarit Tev pari
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Jusu darbibas interneta nav anonimas!

Tam var izsekot gan likumu sargajosas iestades,
gan Jisu interneta pakalpojumu sniedzéjs
vai darba devéjs.

oK

Domijiet par sava datora drofibu!

Nerllr.ﬂlet e-pasta, diskusiju foruma \ui
aros to, ko Jis kstitu uz pap

Aizvainojot citus, labaki nekllstam.

.

Pardomajiet, kadas fotografijas publicéjat interneta
un ka to publisko3ana kadu dienu var ietekmét Jisu dzivi!

Pieméram, attiecibas ar drauglem radnmeknem kolégiem,
esoSajiem val ndk i

OK

)
E-pasta véstule, kas nosiitita no Jisu datora, nepaziid nebiitiba.

Tas kopijas saglabdjas daudzds vietds, un ths var izlasit ar

cilvikl, kuriem véstule nav tikusi adreséta.

Ne Jisu banka, ne kads cits pakalpojumu sniedzéjs
nekad neizmantos e-pastu, lai noskaidrotu Jusu
paroles, PIN kodus vai kodu kartes datus.

Ja sapemat e-pasta véstuli, kurd bankas vai kida cita
varda Jums tiek prasits norddit savas paroles, nekavEjoties
informé&jiet par to banku vai citu organizadju un nekada
gadijuma nesniedziet nevienam savu slepeno informaciju.

.

[zmantojiet pretvirusu programmatiruy, lai pasargatu savu datoru
un tajd saglabdto informdcju no bojdSanas, ruduma val nok|ifanas
nepiederodu personu rokds.

Uzmaniet b&rnus, kas darbojas interneta, socidlajos
tiklos, kstés ar tikla i itiem cilvékiem.

Neesiet vienaldzigi! Parliecinieties, ka bé&mi ir informéti par to,
ka jauzvedas internetd, ko drikst un ko nevajadzétu darit. Pirkumiem int t3 labik i ntojiet atsevidu kreditkarti.

Ipasi svarigas vai sensitivas informacijas datu
parsiitifanai izmantoj Ieskaitiet karté tik naudas, cik paredzat térét.

iet sifréSanu, pieméram, PGP.
Visa informacija par to atrodama intemeta. Tas pasargas Jus no krag
kreditkartl saviem pirkumiem.

kas vélEsies | Jisu

j, Neatstajiet ilgstosi ieslégtu datoru,
" ja to nelietojat!

Pirms veikt pirkumus interneta parliecinieties,
vai attiecigis majas lapas ipasniekam var uzticéties!

Ta letaupisiet gan elektribu, gan sam,
ka Jisu dators tiek uzlauzts.

o cators Hiek uziau Aizsargajiet sev svarigos datus ar paroli!
Palasiet, ko par tirgotdju saka citi interneta lietotdji.
Pirms ievadBt savas kreditkartes datus parfiecinieties,
ka mdjas lapd tiek izmantots drods savienojums,

Paroli izv&lieties pietiekami sarelditu, lal to nevardtu uzminét pat
cilviki, kas Jis labi pazist. DaZ3dos portdlos lietofiet daZidas paroles!
Li. pirms mé&jas lapas adreses ir burti https:// un Izstradajiet savu sistému, ka t3s atcerties val ari izmantojiet kadu
parllikprogrammas apak3&j3 stiiri redzama ikona, no drosajdm paroju glabasanas programmam! 2

kas nordda uz drodu savienojumu. \ oK
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Going public
— Twitter account
— Various events — seminars, info days

— Press media — as much as possible without
money
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Future plans




Botnet, malware sample analysis
— We have the data, need to find the time
— Colerate results to other incidents
— sensors

2nd Table Top Training Exercises

Hands-On Technical Training
— First one — next month

Continuing what has been started
— esidross.lv (be safe) portal
— Constituency Education
— Funding...
— Cooperation

CERT.LV
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Thank you!!!

http://lww.cert.lv/
cert@cert.lv
varis.teivans@cert.lv
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