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CERT.LV 
incident response



CERT.LV
 

–
 

in short
•

 
Operational since 1 February 2011

•
 

Operates on the basis of IT Security Law
•

 
State funded, in

 
2011 -

 
10 people, 5 FTE



CERT.LV incident statistics –
 

7
 

months
Incident statistics for 7 months

214

34

7
5

442

36 29
19

3

153

7404

1

10

100

1000

10000

C
om

pr
om

is
ed

Ph
is

h

D
oS

Sc
an

Sp
am

Sp
am

ve
rti

se
d

M
al

w
ar

e

H
ac

k_
se

rv
ic

e

Vi
ru

s 
in

fe
ct

io
n

C
op

yr
ig

ht

B
ot

summa



CERT.LV incident statistics targeting state 
institutions directly

Bot statistics in gov institutions
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CERT.LV 
awareness raising



Awareness raising, education, 
exercise organization, 
recommendations



Information, recommendations
•

 
Information on newest viruses and threats

•
 

Articles, suggestions
•

 
Examples for IT security

 
principles and 

rules



Portal
 

esidross.lv
 

(“be
 

safe”)
•

 
Open

 
in

 
May

 
2011

•
 

Authors
 

–
 

CERT.LV team, individuals
 from

 
LV-CSIRT initiative

•
 

Published
 

first video material





Why should they need trusted information source?



Portal
 

esidross.lv
 

(“be
 

safe”)
•

 
Topics

 
divided:

–
 

At
 

home
–

 
At

 
work

–
 

In
 

public
 

places
–

 
Suggestions

–
 

Events
–

 
Global

 
news

–
 

About
 

security
–

 
Articles



Portal
 

esidross.lv
 

(“be
 

safe”) -=At home=-

Illegal content –
 

what it 
is & what can i do?

To whom the IP is 
assigned?

Phishing

Social networks

Keyloggers & spyware



Portal
 

esidross.lv
 

(“be
 

safe”) -=At work=-

My PC is infected –
 

what 
should i do now?

What shoul be taken into 
account when planning WiFi 
network?



Portal
 

esidross.lv
 

(“be
 

safe”)
•

 
Difficulties to get new content
–

 
Promises

 
from

 
many, results

 
from

 
few 

•
 

No funding
 

for the project
 

in 2011 –
 

all 
voluntary work







Other
 

activities
Going public

–
 

Twitter
 

account
–

 
Various

 
events

 
–

 
seminars, info

 
days

–
 

Press
 

media
 

–
 

as
 

much
 

as
 

possible
 

without
 money



Future plans



Future plans
Botnet, malware sample analysis

–

 

We have the data, need to find the time 
–

 

Colerate results to other incidents
–

 

sensors

2nd Table Top Training Exercises

Hands-On Technical Training
–

 

First one –

 

next month

Continuing what has been started
–

 

esidross.lv (be safe) portal
–

 

Constituency Education
–

 

Funding...
–

 

Cooperation



Thank you!!!
http://ww.cert.lv/

cert@cert.lv
varis.teivans@cert.lv
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