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Kompromitéta doména atpaziSana un
atgusSanas péc uzbrukuma

CERT.LV ir konstatgjusi veiksmigus uzbrukumus Microsoft (MS) Exchange
serveriem Latvija. Uzbrukumos tika izmantotas ievainojamibas CVE-2021-26855,
CVE-2021-26857, CVE-2021-26858, CVE-2021-27065. Pastav risks, ka uzbrucgji ne
vien iegiist darbinieku e-pastu piekluves datus, piekluvi e-pastu sarakst€m un adreSu
gramatinai, bet iet soli talak un veic darbibas, kas var kompromitét visu uznémuma
tikla infrastrukttru, laujot piekltit doména kontrolierim (Domain Controller) un

aktivajai direktorijai (Active Directory).

Apdraud@tas ir visas aktualas, lokalas (on-premises) MS Exchange versijas.
CERT.LV aicina uzskatit visus apdraudétos MS Exchange serverus, kam februara
beigas - aprila sakuma web interfeiss (owa, ecp, ews vai autodiscovery) ir bijis
pieejams no interneta, par kompromitetiem, Iidz bridim, kad ir veiktas atbilstoSas
parbaudes un tajas ir apstiprinats pretéjais. Parbauzu veikSanai CERT.LV iesaka
izmantot sekojoSus rikus no Microsoft: https://github.com/microsoft/CSS-

Exchange/tree/main/Security

Esam apkopojusi vadlinijas ricibai gadijuma, ja giits apstiprinajums tam, ka
domeéns ir kompromitéts. Japiezimé, ka katra infrastruktiira ir atSkiriga un ne visiem
gadijumiem Seit aprakstitais ir piem&rojams, tapec aicinam izvertet un nemt vera Seit

aprakstito savu iesp€ju robezas.

Uzbrukumos izmantotas pamatmetodes un to atpazisana

Pass The Hash (PTH) — §1 ir metode, kas laundariem lauj parvietoties pa
domeénu, autentific€joties ka konkrétam sistémas lietotajam\servisam\iekartai
(sauksim to par upuri) bez tieSas piekluves upura parolei (cleartext forma), jo tiek
izmantota paroles hash vértiba, kas tiek izgiita no aktivas direktorijas un/vai Local
Security Accounts Manager SAM datubazém .
https://download.microsoft.com/download/7/7/A/77 ABC5BD-8320-41AF-863C-
6ECFB10CB4B9/Mitigating-Pass-the-Hash-Attacks-and-Other-Credential-Theft-

Version-2.pdf
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PTH uzbrukuma tiek izmantotas uz iekartas glabatas parolu hash vértibas, kas
parasti ir iegiitas no LSASS . EXE procesa atminas - atbildigs par autentifikaciju.
Incidenta konstatéSanai nepiecieSams monitorét Windows zurnalfailu EventID 4688
un skatities, vai vecaka (parent) process ir, pieméram, cmd.exe vai powershell.exe, no
kura ir palaists apakSprocess ar Isass.exe — §1 buitu uzskatama par anomaliju.
Monitorét visus pieslégsanas méginajumus (logon) un piekluves datu (credentials)
izmantoSanas novirzes no normas t.i. lietotajs pieslédzas no darbstacijas, kuru nekad
nav lietojis (EventID 4624) vai notiek vairakkartigi nesekmigi pieslégumi (EventilD
4625); neparasts darba laiks, kura notiek pieslégumi. Pieslégumi, kas korel€ ar citiem
notikumiem, pieméram, izpildamo datnu (.exe) palaiSanu vai servisu/registra
vertibu/planoto uzdevumu (scheduled tasks) izveidoSanu un palaiSanu — varétu noradit
uz launpratibu. Windows Security Zurnalfailos redzot EventID 4624 un 4625 ar
LogonType 3 autentifikacijas metodi, japievers uzmaniba tiem notikumiem, kas nav
saistiti ar doménu un nav ka Anonymous. Mimikatz ir popularakais riks, kas tiek
izmanto PTH uzbrukumos — ja redzat EventlD 4624 ar LogonType 3 un SecurityID:
xxxx\Administrator AccountName:YYYY'Y (respektivi, AccountName nav tukss '-°
un nesakrit ar SecuritylD, un noteikti uzradas ka Administrator) tas ir uzskatams ka

artifakts, ka $is riks ir ticis izmantots.

Vairak par Windows zurnalfailu EventID, kurus monitorét PTH un PTT (Pass
The Ticket) uzbrukumos, skatit dokumenta beigas (PIELIKUMS). Par to, ka ieslegt
visus svarigakos EventID (jo péc nokluséjuma lielaka dala no nepiecieSamajiem
EventID netiek monitoréti) varat lasit CERT.LV sagatavotaja raksta par MS Windows
domeénu auditeéSanu:

https://cert.lv/uploads/iestadem/Rekomendacijas audit Win 2020.pdf

Papildus informaciju par Windows zurnalierakstu EventID vértibam un to,
kam pieveérst uzmanibu, lai pamanitu gan Mimikatz, gan citu popularu parolu
‘zadzgju’ riku, pieméram, Windows Credential Editor (WCE) m&ginajumus izgit no
iekartas atminas lietotaju paroles un/vai hash veértibas, lasit Seit:

https://jpcertcc.github.io/ToolAnalysisResultSheet/ pie sadalas "Password and Hash

Dump’.
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Pass The Ticket (PTT) — §1 ir metode, kas uzbrucgjam lauj autentificeties

doména ka sistémas lietotajam, izmantojot Kerberos biletenus (Kerberos tickets) bez

piekluves upura ($aja gadijuma tie ir servisu un darbstaciju/serveru konti) cleartext

paroles formatam.

Silver Ticket — tiek izmantota servisu konta paroles hash vértiba, lai pieklatu
servisiem, kas izmanto Kerberos ka autentifikacijas protokolu gan konkrétam
resursam, gan sist€mai, kas uztur So resursu (pieméram, MSSQL, Sharepoint
u.c.).

Golden Ticket — uzbrucgjs, kuram ir piekluve Key Distribution Service konta
(KRBTGT) paroles hash vértibai, var pats generét TicketGrantingTickets
(TGT) t.i. uzbrucgjs var veikt autentifikacijas doména ka jebkurs cits konts
(piem@ram, lietotajs, serviss, darbstacija/serveris), kas eksist€ doména aktivaja

direktorija.

Ar1 pie §1s uzbrukuma metodes vispopularakais riks ir Mimikatz. Papildus

informaciju par Windows EventID, kurus monitorét, lai identificeétu PTH un PTT

uzbrukumus, meklg&jiet https://jpcertcc.github.io/ToolAnalysisResultSheet/ pie

sadalam ‘Pass-the-hash’; "Pass-theTicket'; "Capturing Domain Administrator Rights

Account’.

Parolu hash vértibu izgiSana no doména kontroliera — ir vairaki

panémieni, ka uzbruc€jam iegiit visu domeéna lietotaju hash veértibu kopiju. Visbiezak

meégina izmantot jau iebiivétos sistémas rikus, lai nepieverstu sev liecku uzmanibu.

Var izmantot, pieméram, iebtivéto ntdsutil (Active Directory domain
services management utility), kas tiek izmantota ari legitimu AD rezerves
kopiju izveidei, bet $§aja gadijuma laundarim ir nepiecieSamas jau Doména
Administratora tiesibas. Papildus informaciju par Windows EventID, kurus
monitorét, lai pamanitu neparastas §is rika darbibas, meklgjiet

https://jpcertcc.github.io/ToolAnalysisResultSheet/ pie sadalas * Information

Collection’.
Vel viena populara metode ir DCSync, ar kuru var izgit lietotaju paroles no
aktivas direktorijas (tai skaita KRBGT;Administrators utt.), izliekoties par

vel vienu kontroliert doména. DCSync funkcionalitate ir ieklauta arT plasi
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lietotaja Mimikatzs rika (nav obligati jabtit doména administratora tiestbam-
var bt Enterpise Admin vai Administrators grupa, ka ar1 var izmantot DC
darbstaciju/serveru kontus). Seit aizdomigus notikumus var pamantt, ja tick
monitoréti DC Zurnalieraksti, kas attencinami uz ‘replication requests’ (it
1pasi, ja §adi pieprasijumi nak no IP adresém, kas nepieder domeénu

kontrolieriem).

Diemzgl, ir daudz un dazadi pan€mieni, ka izgiit So informaciju art
neizmantojot ntdsutil vai DCSync metodi, un visus gadijumus nav iesp&jams
aprakstit, tapec Seit var lasit apkopojumu art par citam metodém un rikiem -

https://pentestlab.blog/tag/ntds-dit/

Vairak par Microsoft Windows rekomend&to zurnalfailu EventID, kurus
ieteicams monitorét PTH un PTT uzbrukumos, skatit dokumenta beigas

(PIELIKUMS).

Risku mazinasana un atgtisanas péc uzbrukuma
(Mitigation/Hardening)

e Uzstadit drosibas atjauninajumu KB2871997 (Windows 7, Windows 8,
Windows Server 2008R2, Windows Server 2012), lai clear-text formata
netiktu glabati lietotaju dati Local Security Authority Subsystem Service
(LSASS) atmina. Ka arT sniedz citus drosibas uzlabojumus - https://msrc-
blog.microsoft.com/2014/06/05/an-overview-of-kb2871997/

e Nodrosinat, ka lietotaju (tai skaita darbstaciju un servisu kontiem) piekluves
dati ir unikali (tatad arT to parolu hash vértibas biis unikalas), lai uzbrucgja
iesp€jas parvietoties pa domeénu biitu maksimali samazinatas. Limitét dome&na
administratorus — atlauja pieslégties tikai DC un, ja nepiecieSams, atseviskiem
serveriem. Nepielaut viena un ta paSa doména lietotaja esamibu lokala
administratora grupa uz vairakam iekartam. Lokalo administratoru parolu
parvaldibai iesakam izmantot Microsoft izveidoto riku Local Administrator
Password Solution (LAPS): https://www.microsoft.com/en-
us/download/details.aspx?id=46899

e Iesakam veikt domeéna lietotaju, izmantoto parolu un/vai hash analizi, lai giitu

prieksstatu, pec kadiem kriteérijiem lietotaji izv€las paroles, un identificétu
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potenciali vajas vietas (konkréts departaments) jeb sistematikas modeli, kuru
nepiecieams mainit ar stingraku parolu politiku. Sim mérkim var izmanto
Domain Password Audit Tool (DPAT) riku ( $adu darbibu veikSana noteikti
jasaskano vadibas limeni): https://github.com/clr20f8/DPAT

Uz Windows 10 un Windows Server 2016 uzstadit Windows Defender
Credential Guard, kas izmanto uz sist€mas pieejamas virtualizacijas iesp€jas
(ja iekarta to nodrosina) un spgj izolet piekluves datus (credentials) no pasas

operétajsistémas: https://docs.microsoft.com/en-us/windows/security/identity-

protection/credential-qguard/credential-quard

User Account Control ieslégsana uz lokalo lietotaju kontiem (ja iekarta nav
domena), veidojot ieksgjos tikla pieslégumus. To dara ar sekojosu registra
atslégu (iestatam vertibu 0 un parliecinamies, ka RID 500 konts —

Administrator (vai jebkas cits, uz ko tas ir parsaukts) ir atslegts):

HKLM\ SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\S

ystem\LocalAccountTokenFilterPolicy

GPO: Computer Configuration > [Policies] > Administrative Templates > SCM:

Pass the Hash Mitigations: Apply UAC restrictions to local accounts on network

logons

Parliecinaties, ka darbstaciju konti nav pievienoti administratoru grupam, un
mainit So kontu paroles vismaz reizi 30 dienas.
Visiem administratoru un servisu kontiem atzimét parametru “Sensitive and

cannot be delegated” - https://docs.microsoft.com/Iv-

lv/archive/blogs/poshchap/security-focus-analysing-account-is-sensitive-and-

cannot-be-delegated-for-privileged-accounts

Parbaudit eksistgjosos servisu kontus — daudzi no ‘vecajiem’ servisiem médz
saturét beztermina paroli (Password never expires). Sadas vértibas
nepiecieSams likvid€t un uzstadit paroli ar vismaz 30 simboliem. V&l labak, ja
var ieviest Group Managed Service Accounts (JMSAs) vai Standalone
Managed Service Accounts (sMSAs), jo tad servisu parole biis 240 simbolus

gara un automatiski rotés ik péc 30 dienam - https://docs.microsoft.com/en-

us/azure/active-directory/fundamentals/service-accounts-group-managed
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e Atslégt NTML autentifikacijas protokolu, un ta vieta izmantot Kerberos -

https://docs.microsoft.com/en-us/windows/security/threat-protection/security-

policy-settings/network-security-restrict-ntim-ntlm-authentication-in-this-

domain

e Atteikties no LAN Manager (LANMAN jeb LM) parolu hash vértibu
uzglabasanas sisteémas, pievienojot registram papildus atslégu NoILMHash ar
veértibu 1 (LM hash veértiba pazudis no sist€mas tikai, kad lietotajs nakamreiz

nomainis paroli) - https://docs.microsoft.com/en-us/troubleshoot/windows-

server/windows-security/prevent-windows-store-lm-hash-password

e Administratoru kontiem izmantot Protected Users grupu, kas noveérsis So
lietotaju parolu hash vértibas izgisanu no sisteémas, pieméram, ar Mimikatz -

https://docs.microsoft.com/en-us/windows-server/security/credentials-

protection-and-management/protected-users-security-group

e Administratoriem ieteicams izmantot nodalitas darbstacijas vai dazadus kontus
— attiecigi, administréSanas pienakumiem uz DC vai serveriem viens konts un
ikdienas darbiem cits. Stradajot ar Remote Desktop, aktivizet ‘Restricted
Admin mode’ -

https://social.technet.microsoft.com/wiki/contents/articles/32905.remote-

desktop-services-enable-restricted-admin-mode.aspx

e Uzlikt Local Security Authority (LSA) paplasinatos drosibas uzstadijumus. Tie
ietver Isass.exe procesa aizsardzibu, kuram uzbrucgji mégina pieklit, lai
izgltu sisteéma uzglabatas paroles un to hash vértibas -

https://docs.microsoft.com/en-us/windows-server/security/credentials-

protection-and-management/configuring-additional-Isa-protection

e Izmantot darbstacijas/serveros eso$o ugunsmiiri, lai blok&tu client-to-client
konekcijas. Atlaut ienakoSos SMB pieprasijumus uz klientu sistémam tikai no
administratoru, piem&ram, Helpdesk vai skenéSanas/monitoringa iekartam.

o Atteikties no Server Message Block version 1 (SMBv1). Par ta atslegsanu

vairak $eit - https://docs.microsoft.com/en-us/windows-server/storage/file-

server/troubleshoot/detect-enable-and-disable-smbv1-v2-v3#how-to-remove-

smb-v1
e Nonemt lietotaju kontiem SIDHistory atribiitu (it Tpasi svarigi atceréties So

parbaudit péc lietotaju migracijas uz citu doménu un péc tam, kad lietotajs ir
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pievienots nepiecieSamajam grupam): https://docs.microsoft.com/en-

us/defender-for-identity/cas-isp-unsecure-sid-history-attribute

Parasti pie Pass-The-Hash uzbrukumu identifikacijas nav konkrétu indikatoru,
uz kuriem var balstities, jo tiek izpildita tradicionala SMB protokola autentifikacija
(bet ar zagtam hash vertibam), tapec nepiecieSams meklet neparastas
administratoru/lietotaju darbibas t.i. pétit lietotaju uzvedibu (User and Entity
Behavioral Anlytics — pieméram, §is ir atvérta koda riks, kas var palidzét ar UEBA
analizi https://github.com/JPCERTCC/LogonTracer ); Izmainas sistému konfiguracija

(piem&ram, veido jaunus lietotajus un/vai pievieno tos Administrator grupai (net
user /add xyz Unnet localgroup administrators xyz /add));
Viens lietotaja konts vienlaicigi pieslédzies vairakam sistémam; Lietotaju aktivitate
brivdienas/naktis; No vienas iekarta tiek generéti vairakkartigi neveiksmigi piekluves
méginajumi uz dazadiem kontiem (EventID 4625); Neparastas machine-to-machine
konekcijas (pieméram, darbinieki mégina piemontét tikla diskus (share), kas ieprieks
nav lietoti vai nav pat tiesibu, un mégina administrét citas sist€émas (izveidotas sesijas
uz gala iekartas var parbaudit ar net sessions komandu); Server-to-server

konekcijas.

Ja ir pamats uzskatit, ka parolu hash vertibas ir nopliiduSas un ir iespgjams
identificet konkrétus kontus, tad nepiecieSams tos atslégt (Disable) un nonemt visas
grupu tiesibas. NepiecieSams nomainit visas (gan lietotajiem, gan servisu kontiem,
gan darbstaciju/serveru kontiem) paroles pec iesp€jas atrak uz visam ietekméetajam
sisttmam, un tikai tad atjaunot uzlauztos kontus, protams, vél labak, ja tos var
izveidot no jauna ar citu lietotajvardu. Savukart, ja kompromitéts ir DC, jaatceras
nomainit KRBTGT konta paroli divas reizes péc kartas (japiezimg, ka §1 darbiba var
izraisit sistémas nepieejamibu (down time), piem&ram, Sharepoint, Skype for Business
un citai ar doména AD autentifikaciju saistitai programmatiirai). Seit pieejams
Microsoft raditais skripts Krbtgt konta atiestatisanai (reset).

https://www.microsoft.com/security/blog/2015/02/11/krbtgt-account-password-reset-

scripts-now-available-for-customers/

Ja ir pieejama aktivas direktorijas rezerves kopija, tad nepiecieSams
atjaunoties uz versiju, par kuru esat drosi, ka taja laika nebija kompromitacijas

pazimju, jo pec uzbrukuma var biit pievienoti jauni lietotaju/servisu/iekartu konti. P&c


https://docs.microsoft.com/en-us/defender-for-identity/cas-isp-unsecure-sid-history-attribute
https://docs.microsoft.com/en-us/defender-for-identity/cas-isp-unsecure-sid-history-attribute
https://github.com/JPCERTCC/LogonTracer
https://www.microsoft.com/security/blog/2015/02/11/krbtgt-account-password-reset-scripts-now-available-for-customers/
https://www.microsoft.com/security/blog/2015/02/11/krbtgt-account-password-reset-scripts-now-available-for-customers/

*’vc ERT.LV

kopijas uzstadiSanas noteikti nomainit visas paroles lietotaju/servisu/iekartu kontiem

un ar uzsvaru uz KRBTGT kontu, kuram paroli mainam 2x.

P.S. Aicinam pieverst uzmanibu Wndows EventlD 4769( p&c tam, kad
KRBTGT konta parole ir 2x atiestatita), kas tiek generéts uz doména kontroliera. Ja
Sis notikums tiek generéts ar statusa kodu O0x1F "Integrity check on decrypted field
failed" - §is ir potencials indikators, ka ieprieks generétu Golden ticket mégina

izmantot arT p&c konta Krbtgt atiestatiSanas.

Papildus informacijas avoti par Pass-the-Hash/Pass-the-Ticket un ar
tiem saistitiem uzbrukumiem - aizsardzibu, auditésanu un atkopsanos:

Pass the Hash/Pass the Ticket:

https://www.microsoft.com/en-us/download/details.aspx?id=36036

https://cert.europa.eu/static/WhitePapers/UPDATED%20-%20CERT-
EU Security Whitepaper 2014-007 Kerberos Golden Ticket Protection v1 4.pdf

https://adsecurity.org/?p=1515

DCSync uzbrukums: https://adsecurity.org/?p=1729

SidHistory https://adsecurity.org/?p=1772

Vairak par Protected Users Group: https://docs.microsoft.com/en-us/windows-
server/identity/ad-ds/manage/how-to-configure-protected-accounts

Reset Computer Account: https://docs.microsoft.com/en-us/previous-
versions/windows/it-pro/windows-server-2008-R2-and-
2008/cc753596(v=ws.11)?redirectedfrom=MSDN

Par to, kapéc nepiecieSams atslegt SMBv1:
https://techcommunity.microsoft.com/t5/storage-at-microsoft/stop-using-smbl/ba-

p/425858

Rekomendacijas auditéSanas iestatijumiem Windows doména infrastruktiira:
https://cert.Iv/uploads/iestadem/Rekomendacijas_audit_Win_2020.pdf

Riki
LogonTracer:
https://github.com/JPCERTCC/LogonTracer

DPAT (Domain Password Audit Tool):
https://github.com/clr20f8/DPAT

CISA Hunt and Incident Response Program (CHIRP):
https://github.com/cisagov/CHIRP
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PIELIKUMS — Windows EventID, kas potenciali var&tu biit saistiti ar
PTH/PTT uzbrukumiem

[ST informacija apkopota no Microsoft izstradata materiala par PTH - https://www.microsoft.com/en-
us/download/confirmation.aspx?id=36036 ]

Application
Event ID 4688 - A new process has been created.

Authentication
Event ID 4648 - A logon was attempted using explicit credentials.

Event ID 4624 - An account was successfully logged on.

Kerberos events - domain controllers
Event ID 4769 - A Kerberos service ticket was requested.

Event ID 4768 - A Kerberos authentication ticket (TGT) was requested.
Event ID 4776 - The domain controller attempted to validate the credentials
for an account.

Authentication - domain controllers
In Applications and Services logs at Microsoft\Windows\Authentication.

Under ProtectedUserFailures-DomainController

Events generated when an account that is a member of the Protected Users
security group tries to use blocked authentication options.

Event ID 100 — NLTM usage attempted.

Event ID 104 — DES or RC4 attempted for Kerberos Authentication.
Trustworthy Computing 23

Under AuthenticationPolicyFailures-DomainController

Events that are generated when an account is used outside of the allowed
authentication policy silos.

Event ID 101 — NTLM usage attempted.

Event ID 105 — Kerberos authentication from a particular device was not
permitted.

Event ID 106 — The user or device was not allowed to authenticate to the server.
Event ID 305 — Kerberos TGT request did not meet access control restrictions.

Event ID 306 — User, device or both do not meet the access control restrictions.


https://www.microsoft.com/en-us/download/confirmation.aspx?id=36036
https://www.microsoft.com/en-us/download/confirmation.aspx?id=36036
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Detect LSA plug-ins and drivers that fail to run as a protected process
If audit mode is enabled for the Local Security Authority Subsystem (LSASS), an

event will be generated when Lsass.exe attempts to load an unauthorized driver.
Applications and Services Logs\Microsoft\Windows\Codelntegrity

Event ID 3065: Code integrity check determined that a process attempted to
load a particular driver that did not meet the security requirements for Shared
Sections. However, due to the system policy that is set, the image was allowed
to load.

Event ID 3066: This event records a code integrity check that determined that

a process (usually Isass.exe) attempted to load a particular driver that did not
meet the Microsoft signing level requirements. However, due to the system

policy that is set, the image was allowed to load.
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