CERT.LV

Iknedélas zinas Kontakti: prese@cert.lv
Sagatavotas 11.11.2015. Talrunis: 67085888

Numurs 2015/14

Valsts iestades datorus infice ar trojani.

Izplata e-pastus ar inficétiem ZIP pielikumiem, apdraudot valsts iestazu drosibu.

Kada valsts iestade sanéma vairakus e-pastus ar inficétu ZIP pielikumu. Pielikuma bija .exe fails, kas
saturéja Upatre lejupielades riku, kas péc programmas palaiSanas veic datorvirusa Dyre lejupieladi
un izpildi upura datora. Dyre trojanis tiek izmantots naudas zadzibam no internetbanku kontiem.
Viena no valsts iestades iericém tika inficéta.

Viruss no inficéta datora vienlaicigi izsutijis inficétos .zip pielikumus tikai 5 adresatiem no e-pasta
klienta kontaktiem, tadéejadi to bija grutak identificét.

Detalizétaka informacija: https://cert.lv/resource/show/720

Inbox.lv lietotdji cies no krapnieciskiem epastiem.

Kartejo reizi Inbox.lv lietotaji sanéma véstules ar mérki izkrapt datus. E-pasta teksts aicinaja sniegt
datus, pretéja gadijuma lietotajs zaudés savu e-pasta kontu. CERT.LV sazinajas ar inbox.lv ar
aicinajumu noverst krapniecisko e-pastu izsttiSanu.

PikskereSanas mégindjumi doménu registratiru varda.

Vairaku domeénu registrattru varda izsutits e-pasts ar saiti uz "uzlauztu" interneta vietni ar meérki
izkrapt interneta lietotdju datus. Sobrid "uzlauztd" vietne ir aizvérta.

E-pasta véstules un piksSkerésanas saites paraugs:


mailto:prese@cert.lv
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Dear Vladimirs Metlovs,

The Domain Name brw-brokers.com have been suspended for violation of the Ascio
Technologies, Inc Abuse Policy.

Multiple warnings were sent by Ascio Technologies, Inc Spam and Abuse
Department to give you an opportunity to address the complaints we have
received.

We did not receive a reply from you to these email warnings so we then
attempted to contact you via telephone.

We had no choice but to suspend your domain name when you did not respond to
our attempts to contact you.

[1]Click here and download a copy of complaints we have received.
Please contact us for additional information regarding this notification.
Sincerely,

Ascio Technologies, Inc

Spam and Abuse Department

[1] http://www.heliolithe.fr/abuse.php?brw-brokers.com

Pieejamas vakances darbam CERT.LV.

CERT.LV aicina darba IT drosibas inZenieri un IT drosSibas incidentu apstrades un novérsanas
specialistu. Detalizétaka informacija: https://cert.lv/section/show/140
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