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Kompromitets serveris izsiuta masveida mestules FBI vardda, ar merki
izkrapt privatpersonu datus un naudas lidzek]us

Kompromitéto timekla serveri uzbrucgji izmanto ka méstulu izsttiSanas resursu un starpniekserveri
pedu slépSanai. CERT.LV informé servera ipasnieku par kaitnieciskajam aktivitatém un sniedz
instrukcijas situacijas risinasanai.

CERT.LV riciba nav informacijas, ka Sis uzbrukumu kampanas rezultata Latvija batu kads upuris.

Krapnieciskas véstules teksts:

ANTI-TERRORIST AND MONETARY CRIMES DIVISION
FBI HEADQUARTERS IN WASHINGTON, DC

FEDERAL BUREAU OF INVESTIGATION

J. EDGAR HOOVER BUILDING

IA 935 Pennsylvania Avenue, NW

WASHINGTON, DC 20535-0001

This is to officially inform you That It Has Come to our notice and we thoroughly Have completed an
investigation with the help of our network monitoring system intelligence That your e-mail address
email That was Among the award won lottery Which you did not claim, we want to let you know
That one of the bank worker Where arrange your fund was deposited With His friend to eat as the
owner of the e-mail That Which They won the prize claim your fund, but now your fund has-been
recovered from them and the People that claim your fund has-been arrested. If You receive any e-
mail that you 'did not Understand That is from unknown person to you please do forward it to us to
verify and bring the person to justice.

We Have Gone Through Your identification record and verified We Have a lot of things about you. It
Has Come to the attention of our money trafficking investigation department, that you 'have some
funds valued 800,000.00 Pounds on your name, the payment is awaiting adjudication Said We Have
esta winning authorized to be paid to you, esta are from lottery funds.

RE-CONFIRM, NAMES, ADDRESS, PHONE NUMBER, AGE / SEX, OCCUPATION AND COUNTRY, TO
AVOID DOUBLE YOUR CLAIM OF FUND.

Your immediate response is needed
JAMES B. COMEY
FBI DIRECTOR
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Uzlauzta neuzticigu partneru vietne ashleymadison.com saturéja vairak
ka 2000 Latvijas interneta lietotaju kontu informaciju

Péc globala kiberuzbrukuma vietnei ashleymadison.com hakeri tieSsaisté publicéjusi vairak neka
viena miljona lietotaju personas datus.

Ar1 Latvijas interneta lietotajus arvien biezak masveida skar globalas uzbrukumu kampanas tadu
socialo tiklu lietotaju kontiem ka Twitter.com, Facebook.com, Google, utt. Tadas pasas tendences ir
art ar tieSsaistes maksajumu sistémam Paypal, interneta veikaliem/izsolém ebay.com, amazon.com
un iekartu razotajkontiem Apple.

Latvijas interneta lietotaju, kuri klast par globalu kiberuzbrukumu kampanu mérki, dati ir daudz
grutak pasargajami, ja atrodas arvalstis uzturétas vietnés.

Vairakas kompromitétas timekla vietnes Latvija piedalas pikskeresanas
uzbrukuma ar merki izkrapt datus no American Express klientiem

Timekla vietnem uzbrukumi realizéti pagaidam nenoskaidrota veida, iegustot FTP kontu paroles.
Uzbrucéji ir spéjusi pieslégties timekla vietnes administratora FTP kontam un augSupieladét savu
kaitigo saturu. CERT.LV atgadina, ka droSu parolu izvéle un atbilstosa glabasana ir vienlidz svariga
visiem Jusu tieSsaistes kontiem.

Vairak informacijas par drosu parolu izvéeli meklgjiet CERT.LV uzturéta portala www.esidross.lv.

Latvijas uznemuma noliktavas vadibas sistemas tika inficetas ar failu
Sifresanas virusu, kas paralizéja uznémuma darbibu

Uznémums veica inficéto iekartu parinstalésanu no rezerves kopijam, kas diemzél liedza CERT.LV
veikt pilnvertigu incidenta analizi. Uzbrucéjiem netika maksats par failu atSifréSanu, jo uznémumam
bija pieejamas noliktavas uzskaites sistemas rezerves kopijas.



