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Didzis, please add me to your LinkedIn network

Lynne Newlove <member@linkedin.com> Unsubscribe
fome «

Linked [T ..

Inbox X

Hi Didzis,
I'd like to connect with you on Linkedin.

Lynne Newlove
Accountant at Private Banking Services

B vevrone




Linked [T} ..

Lynne Newlove
Accountant at Private Banking Services

Thanks for accepting my connection. There is a major opportunity | desire to discuss
with you. We both stand to benefit immensely from this opportunity. I'll give you
details if you seem interested. | want you to keep whatever you learn from me

confidential even if you are not interested. Please reply to my personal email
address at lynnen202@agmail.com for more information.

| will be expecting to hear from you.

Best regard,
Lynne
lynnen202@amail.com




Online dating scam costs lovelorn Canadian

$500k

by John Hawes on September 27, 2013 | 10 Comments
FILED UNDER: Featured

A Vancouver man has lost $500,000 (CAD) to
online scammers after being pulled into a
complex, long-term fake romance con by a man
he met on a dating site.

The crooks behind the scam are thought to
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IT auditi un ielausanas testesana:

= Atbilstibas auditi LR normativiem un

labakas prakses standartiem
= Tikla ielausanas testi

> Bezvadu tiklu auditi

» Web aplikaciju droSibas testéSana
» Socialas inzenierijas testéSana

> Darbinieku IT drosTbas apmaciba e



Statistika

Viena no tris uzbrukumu gadijumiem

vajas paroles

bija iemesls sekmigam uzbrukumam

Avots: Trustwave Global Security Report 2014






Lietotaju izglitosana

Prakse sastaptas pieejas:

» Pirma darba = Kurss » lekséjs/ aréjs
diena intraneta/ seminars
pasmaciba
> Visu uzreiz > Talu no > Varbat ir OK
aizmirstam realitates

(biezi)






Musu pieeja

Sociala inzenierija
+
Apmaciba
+

Sociala inzenierija



Fokuss uz klausitaju nevis uznemumul/iestadi

Klausitaju uzmanibas noturesana:

» Socialas » Reali pieméri «no » Padomi
iInzenierijas dzives» privatajai dzivei
testi



Piemeri — soc. inzenierija

Sakara ar jauna parolu standarta ieviesanu, lidzam
levadit savu patreizéjo paroli tas atbilstibas
parbaudei:

]

‘ Farbaudnt ‘




Piemeri — soc. inzenierija

Spraudni
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Macibu programma

> |kviens ir mérkis

» Sociala inzenierija

» DroSa e-pasta lietoSana

» Interneta parlikoSana

» Socialo tiklu izmantoSana

> Mobilo iericu droSiba

» Paroles

» Datu un informacijas aizsardziba
» Bezvadu tiklu drosa lietoSana
» Darbs no majam vai cela

» leksSéjie draudi

» Fiziskas drosibas aspekti

» Datora drosiba majas

» DroSibas incidents

Avots: www.stockvault.net



Daram sadi

» Lekcijas laiks — ne » Teorijas un » Mazas vai vidéjas
vairak ka 3 prakses tému grupas
stundas mix

Programma maksimali tiek pielagota
konkretajam klientam



Praktiskie piemeri

» Bezvadu tikli
» Ka izskatas dross tikls
» Ko var redzét gaisa
» leslegtie Bluetooth

» Mobilas ierices
» Screenlock
» Find my iphone
» Attélu geolokacija

» Internets » Soc. tikli
» Kasir SSL?
» Reklamu blokéSana
» Spraudni un to atjaunojumi

» Foursquare «mulkibas»
> Viltus profili
» Oversharing riski



Ar ko sakt?

» CERT.LV majas lapa

» Sans.org

» Nakedsecurity.sophos.com u.c.



Paldies!

didzis.balodis@dp
www.dpa.lv




