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» Vai kiberdraudi ir mits?

e Vai apdraudéjumi rada realus
zaudéjumus uznémumiem?

* Vai uznemumi ir gatavi kiberkaram?



Cybersecurity
Skills Crisis
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INCREASE ORGANIZATIONS TRILLION
INBREACHES | HAVE EXPERIENCED | TOTAL GLOBAL
IN 2013 AN APT ATTACK' IMPACT OF

CYBERCRIME"

8 monTHs gIL?ION
IS THE AVERAGE TIME

AN ADVANCED THREAT EXPOSED RECORDS AS 1 MILLION OF ENTERPRISES CURRENTLY
GOES UNNOTICED ON A RESULT OF A DATA BREACH UNFILLED SECURITY LACK THE RIGHT SKILLS AND

VICTIM'S NETWORK? IN THE PAST 5 YEARS JOBS WORLDWIDE® HUMAN RESOURCES TO PROTECT
THEIR IT ASSETS

. . At the same time, the global demand for skilled professionals sharply outpaces
Ente rprises are u nde r Slege from supply. Unless this gap is closed, organizations will continue to face major risk.

Comprehensive educational and networking resources are required to meet the

a risi I‘Ig VOlume Of cybel‘attaCKS. needs of everyone from entrylevel practitioners to seasoned professionals.

SOURCES: 1. /ncreasad Cyber Security Can Save Global Economy Toiflons, McKinsey/World Economic Forum, January 2014; 2. M-Trends 201.3;

Attack the Security Gap, Mandiamt, March 2013; 3. | ] Cvber Security Can Save Global Econamy Trillions, McKinsay/World Economeic Forum
January 2014; 4, ISACA’s 2014 APT Study, ISACA, April 2014, 5, Increased Cyber Security Can Save Global Economy Triflions, McKinsay/\WVorld Economic
Forum, January 2014; 6, ISACA's 2014 APT Study, ISACA, April 2013; 7. ISACA’'s 2014 APT Study. ISACA, April 2014; 8. Code.org. February 2014;

9. 2014 Cisco Annual Securlty Report; 10, Cybersecunity Skills Haves and Have Nots, ESG. March 2014
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Hakeru klasifikacija

National Interest

Personal Gain

Personal Fame

Curiosity E i

Script-Kiddy  Hobbyist Expert Specialist
Hacker

David Aucsmith, 2005



Kas ir kibertelpa?

KIBERDROSIBA

Kiberdrosiba ir instrumentu, politikas, drosibas konceptu
un vadliniju, risku vadibas, ricibas, apmacibas, pieredzes
un tehnologiju kopums, kuru var izmantot elektroniskas
vides, tas organizacijas un lietotaju aktivu aizsardzibai. Or-
ganizacija un lietotaju aktivi ietver savienotas skaitlodanas
tehnologijas, personalu, infrastruktiru, programmataru,
pakalpojumus, telekomunikaciju sistémas un parsatitas
jeb uzglabatas informacijas kopumu elektroniskaja vide.!

KIBERTELPA

Kibertelpa ir interaktiva vide, kura ietver lietotajus, tik-
lus, skait]losanas tehnologijas, programmataru, procesus,
parsititas jeb uzglabatas informacijas kopumu, lietojum-
programmas, pakalpojumus un sistémas, kas ir savienotas
tiesi vai netiesi, izmantojot internetu, telekomunikacijas
vai datortiklus, un kura mijiedarbojas tas lietotaji. Kiber-
telpai nav fizisko robezu.’

Latvijas kiberdrosibas stratégija 2014-2018



Kapéec organizé uzbrukumus?

* Informacijas ieglisana vai bojasana
* Infrastruktiras parnemsana vai nograusana
* Profesionalu parvilinasana vai kompromitésana



Lai aizsargatu klbertelpu
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NepiecieSama stratégiska pieeja €L
— LV Kiberdrosibas stratégija un ricibas plans 4{

e Vienota izpratne par kiberdrosibas ekOsis¥ému

Kompetence SO Jautajumu rlsmasana

10.oktobri Banku augstskola eksperti diskutés par kiberdroSibu Latvija

Piektdien, 2014.gada 10.oktobri, Banku augstskola notiks apal3 galda
ekspertu diskusija "Kiberdrosibas parvaldibas kompetences veido3Sana
Latvija: perspekiivie virzieni un izaicinajumi”

Diskusija piedalas eksperti no Aizsardzibas ministrijas, Vides un regionalas
affisfibas ministrijas. Banku augstskolas, FinanSu un kapitala tirgus
komisijas, bankam, ka arf informacijas tehnologiju un kiberdrosibas specialisti no dazadiem
uznémumiem un nevalstiskajam organizacijam

Diskusijas mérkis ir novérét kiberdrosibas parvaldibas lomu efekfivas kiberdrosibas
stratégijas istenoSana publiska un privata sektora institlicijas un uzpémumos Latvija, ka

izSkiroSu faktoru akcentéjot kompetences veidoSanu $aja joma




Kiberdrogiba # Informacijas drosiba

Figure 2—Information Security in Context

Information Security
Information assurance
Integration with ERM and BCP
Risk tolerance

Risk assessment and mitigation
Security strategy and policies
Unclear boundary
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Ed Gelbstein, Ph.D., ISACA, 2012, vol2.

BDC Cycon 2014, Lt Col Erik Biverot



Kiberdrosibas ekosistema

Digitala informacija

Paréjais, kas nav informadgis
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Informacijas drosiba IKT drosiba Kiberdrosiba
+ Fiziskas vides D: + Datu D; ' Informacijas kars
Personala D; Tiklu D; Digitala revolicija;
Piegades kédes D Lietotnu, aplikaciju D: Lielo datu Cunami
Programm kodu D

D=drosiba
Avoti: Aapo Cederberg, Senior Advisor, Emerging Security Challenges Programme, Geneva Centre for Security Policy, 2014 adop. & Mortens Irgens, 2013
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Jaunas profesijas

1. Informacijas sistemu drosibas specialists 2529 07
2. Informacijas drosibas vaditajs 1330 09*

* Profesiju kods profesiju klasifikatora
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Latvian Profession Standard of Information Security Manager

012 — Apnl 2014

~ 6 team members. including:

€3 Sintija Deruma Egils Sturmanis
'h CISM
Martins Tarasovs Rihards Guds

g Arnis Varslavs , CISM Vladislavs Minkevics
' Information security officer at State Regi...

MBA in Cybersecurity Management

2014 — Auqust

This is the full time master programme with a concentration in Cybersecurity Management domains.
Students who successfully complete this program could be able to gain skills and competencies of
security policy creation, risk management and disaster recovery plans, conducting a gap analysis and
using cybersecurity concepts (qualification as Information Security Manager).

4 team members

.y Sintija Deruma Raits Misins, CISA, CRISC
S CisM Internal Auditor, Group Internal Audit LC. ..

' ]

=

Viadislavs Minkevics Arnis ParSovs



Career Levels

Figure 2—Typical Information Security Progression and Management Model

Board of Directors Information Security/Assurance Committee

C-level Cross-functional Team
Legal/Risk
Management/
Level Management Technology | Architecture | Assurance Privacy
Senior
executive
(C-level) Cio coo CTo\ Ciso ¢C CAOQ GC CRO CPO
Manager/ | Operations | Development/systems anMre Intemnal Information
director consulting | information security audit risk/privacy
consulting
Expert Principal IT | Senior IT Senior IT Senior IT Senior Principal IT
consultant | systems development | architect information | consultant
professional | engineer security
auditor
Specialist, | Product/program/project manager, team leader, account sales manager
manager P
Specialist, | Security Security Security /§ecurity curity Information
technical | consultant, | product designer systems aufitor risk consultant
business manager rofessional
analyst
Entrant Analyst Developer Security Security Security
designer systems auditor trainee
frainee frainee

C-level Key:

CIO = Chief information officer
COO0 = Chief operating officer
CTO = Chief technology officer
CISO = Chief information security officer
CAr0 = Chief architecture officer

CAQ = Chief assurance officer
GC = General counsel
CRO = Chief risk officer

CPO = Chief privacy officer

Career movement through the C-level may be vertical, horizontal and/or diagonal.

Source: Adapted from Lynas, David; John Sherwood; “Professionalism in Information Security:
A Framework for Competency Development,” 12" Annual COSAC Conference, UK, 2005

Informacijas drosibas
vaditajs 1330 09*

Informacijas sistému
drosibas specialists 2529 07

* Profesiju kods profesiju klasifikatora



MANAGEMENT

Chief Information
Security Officer

Information Security
Officer

Information Security
Manager

Security Leader

Security Strategist
Data Governance
manager

Information Security
Consultant

Cybersecurity adviser

ASSURANCE

Information Systems
Auditor

Cyber Warfare &
Information Assurance
Engineering

Information Assurance
Specialist

Privacy & Security
Assurance Manager

Information Security
compliance manager

O Kiberdrosibas profesijas Latvija

TECHNICAL, LAW
OPERATIONAL
Computer Systems
Security Analyst

Privacy & Security
Officer

Network Security
Engineering
Application Security
Engineering

Data Privacy Officer

Forensic expert
Penetration tester

Cyber Threat Intelligence
Analyst

Technical Security
Architect

Cloud Security Operation
Analyst

Cyber Security Analyst

Information Security
Professional

RISK,
RESPONSE
Incident manager

Information Security
Remediation Specialist

Information Security
Awareness Specialist

Risk Officer

Information security risk
manager

Business contingency
manager

Crisis manager

Security Projects
Manager



BA SCHOOL OF

BUSINESS AND FINANCI

Kiberdro§Tbas parvaldiba

profesionala magistra studiju programma

Uznemsana jau no $.g.14.novembra, vairak www.ba.lv



«Kiberdrosibas parvaldiba» profesionala magistra

studiju programma 2 gadi (pilna laika), 80 KP
ofesijas
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8. Managing Employees, Profiesi
9. Security Policy, Leaéhslation
10. Cybersecurity Economics =
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4K Augstakas izglitibas
standarts



Informacijas drosibas vaditaja

pienakumi

Uzdevumi

Organizacijas informacijas drosibas
parvaldibas sistémas planoSana.

Informacijas drosibas risku
parvaldiba.

Informacijas drosibas pasakumu

ievieSana, 1stenoSana un uzraudziba.

Informacijas drosibas incidentu
parvaldiba.

o =

Noveértét organizacijas informacijas resursu aizsardzibas vajadzibas.

Noteikt informéacijas dro$ibas parvaldibas stratégiskos mérkus.

Izstradat un aktualizét nepiecieSamos iek$&jos normativos aktus.

leviest informacijas droSibas parvaldibas sistémas ieklauSanu organizacijas (biznesa)
procesos.

Nodro$inat organizacijas vadibas atbalstu un iesaisti informacijas drosibas parvaldiba.
Izstradat informacijas droStbas parvaldibas sistémas arhitektru, noteikt atbildigo personu
lomas un pienakumus.

Izstradat informacijas droSibas parvaldibas kvalitdtes verteSanas kritérijus un izméramos
raditajus.

Parzinat un piemérot IKT nozares normativajos aktos noteiktas prasibas.

Koordinét informacijas droSibas parvaldibas sistémas atbilstibu aréjiem, nozares
starptautiskajiem normativajiem aktiem.

Koordinét informacijas resursu klasifikacijas izstrades procesu.

Izstradat informacijas droSibas risku analizes metodiku.

Koordinét informacijas droSibas risku parvaldibas procesu.

Organizét komunikaciju par informacijas droSibas riskiem ar visam ieinteresétajam pusém.

Izstradat, Tstenot un ieviest informacijas droSibas parvaldibas Tstermina un ilgtermina
planus, programmas.

Informét un skaidrot organizacijas informacijas dro$ibas parvaldibas mérkus un rezultatus.
Izstradat un Tstenot informacijas droSibas izpratnes veicinaSanas kampanas/apméacibu
programmas, veikt zinaSanu novértésanu.

Nodro$ina akfivu dalibu krizes, arkartas situacijas, biznesa nepartrauktibas parvaldibas
planoSana un pasakumu Tstenosana.

Koordinét informéacijas drosibas parvaldibas izméramo raditaju monitoringu.

Izvértét, analizét un sniegt priekSlikumus par informacijas dro$ibas parvaldibas sistemas
efektivitati.

Izstradat un ieviest informéacijas drosibas incidentu parvaldibas procesu.

Koordinét informacijas drosibas incidentu analizes un izmekléSanas procesu.



Veiksmes faktori

SUCCESS FACTORS OF INFORMATION SECURITY PROFESSIONALS
(IMPORTANT AND VERY IMPORTANT)

Broad understanding of the security field 92%

Communication skills 91%

Technical knowledge 88%

Awareness and understanding 86%
of the latest security threats

Security policy formulation and application 75%
Leadership skills 68%
Business management skills 57%
Project management skills 55%

Legal knowledge 42%

The 2013 (ISC)2 Global Information Security Workforce Study



Izpratne ir labs sakums !

*B = Baginning
I = Intermediate
*A = Advanced

NIST Special Publication 800-50

Training

Awareness

The Learning Pyramid*

Average Retention Rates

A%

Lecture
/ 10% Reading

Passive Teaching g
Methods 20%  Audio Visual

30% Demonstration
Participatory 50%  Group Discussion
Teachi
Me;:;:: 75%  Practice

90%  Teaching Others

*Adapted from National Training Laboratories. Bethel, Maine



Piemers IKT nozare

“"Digitalas darbavietas”: vakances un absolventi*®
(skaits)

== \/zkantas darbavietas digitalaja nozaré == Jauni absolventi IKT joma
1.000.000
900.000 |
800.000 |
700.000 |

500.000
400.000
300.000

100.000 1

2011 2012 2013 2014 2015

* Prskatl un prognozes, kuros piepemts mérens IKP un IKT leguldijemyu pleaugums.
Seit pemtl vEra tikai tie absolvent!, kas leguvuii augstiko izghtibu IKT joma.
2.M.Barrozu prezentscija Eiropadomes sandksmd 2013, ¢gada 14.-15. marth Avats: Empirica 16

teorétiskais IKT vakancu skaits 2015. gada, bls 864 000...

2012. gada Empirica, IDC un INSEAD kopigi veica Eiropas Komisijas Uznéméjdarbibas un rlpniecibas generaldirektorata pasititu péti jumu. Péti
juma “E-prasmes konkurétspéjai un inovacijai: redzéjums, attistibas plans un paredzamie scenariji” mérkis bija izstradat redzéjumu Eiropas e-
prasmju konkurétspéjas un inovacijas nodrosinasanai un izpéti t veidus, ka stati es preti pasreiz&jiem un nakotnes izaicinajumiem.
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e LV Kiberdrosibas stratégija un ricibas plana
noteiktas aktivitates izglitibas virziena;

* Finansu industrijas pieprasijums;

 Darba devéju aktiva iesaiste programmas

izstrades laika: Swedbank, DPA, Cert.lv, AM,
VARAM...




Sagaidamie rezultati
e |zvéléeties, planot, ieviest, uzlabot, pilnveidot:

— organizacijas informacijas drosibas parvaldibas
sistemu; ok

e :
o -_ s - . -— -— \‘“ 'i‘. el L ‘;_8\.
— informacijas drosibas risku parvaldibu; 1:":.,5 e
— informacijas drosibas incidentu parvaldibu. ~  O%F

* |zdomat, izstradat, istenot, piemérot, uzraudzit:
— informacijas drosibas un kiberdrosibas
aizsardzibas pasakumus;

* |zskaidrot, komunicét, argumentét, izglitof,

izmerit:
— Lietderigumu, vajadzibu, atdevi, ilgtspéju!




Nakotnes plani

e Attistit cieSaku sadarbibu ar informacijas drosibas,
.« IKT drosibas un kiberdrosibas industrijan:
_ ISACA . o,

— LIKTA

platformu B¥
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