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¥

‘\

Intensivi lietots doménu vardu sistemas (DNS) protokols
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Klienta-puses uzbrukumi
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Tikla-puses uzbrukumi

Uzbrukumi pret domeénu vardu sistému (DNS)
I
DNS nolaupisana (hijacking)

DNS saindésana (poisoning)

Tikla iestatijumu izmainas
' Kompromitets WiFi
DHCP

Trafika partversana, noklausisanas un cenzésana

Attéla avots: https://i0.web.de/image/540/32932540,pd=1/dna.jpg




DNS over TLS (DoT)

IETF RFC7858, 2016 MAl

IETF RFC8310, 2018MAR

DNS informacijas sifrésana ar TLS
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DNS pieprasijumu cels nemainas

y i
q 2
g . T
‘ e
o &)y e @
/ e »
I ey ¥
A 5 e uek
o * — e
o / 1\
s \ / B )
. e .
. i PO e o) {
" h 7 LS

Android 9 — Prlvate DNS
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Ubuntu 18
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DNS over HTTPS (DoH)

GET/POST, Wire-Format, JSON pleprasuuml
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DoH parlukprogrammu atbalsts
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DoH privatuma apsverumi
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Parls publ|sk|e uztlcamle DNS pakalpojumu sniedzéji
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Pamata arpus ES | gﬂ o A11a1
DNS pieprasijumu pieejamiba | 8.3.3.8
Tirgus kontrole? 9.9.9.9
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DoH drosibas apsvérumi
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PassiveDNS, RPZ un filtréSana nav |espéjama
Varteja redz tikai HTTPS saV|enOJumus
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DNS vs DoT vs DoH
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CSIRT Network aicinajums

DoH izslegts péc nokl
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DoH iestatijumu konfiguracija
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