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CTB-Locker (Critroni)

Crypto Wall

Tesla Crypt

CryptoLocker

Linux Encoder

Dazadi iepriekS€jo paaudzu sSifréjosie
VIrusi
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Jasu dokumenti, bildes, datubazes un citi svarigi faili tika nosifréti ar neuzlauZzamu Sifrésanas
algoritmu un atslégu generétu Sim datoram.

Privata atsléga failu atSifrésanai ir noglabata slépta interneta serveri un nevienam nav iespéjas
atsifrét jusu failus tikmér, kamér jus nesamaksasiet prasito summu lai sanemtu privato atslégu.
Jums ir tikai 96 stundas laika, lai nosutitu maksajumu. Ja jis neveicat maksajumu noraditaja laika,
visi jusu faili paliks neatgriezeniski noSifréti un neviens nevarés tos atsifrét.

Nospiezat '‘Apskatit’ lai apskatitu sarakstu ar failiem kas tika nosifréti.

Nospiezat 'Turpinat’ lai turpinatu uz nakoso lapu.

Turpinat >>
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Latvija biezak noverotie varianti

E _Locky_recover_instructions.bet - Notepad — O e

Eile Edit Format Yiew Help

11!l IMPORTANT INFORMATION !DDI

All of your files are encrypted with RSA-2848 and AES-128 ciphers.

More information about the R5A and AES can be found here:
http://en.wikipedia.org/wiki/RSA_(cryptosystem)
http://en.wikipedia.org/wiki/Advanced Encryption Standard

Decrypting of your files is only possible with the private key and decrypt program, which is on our secret server.
To receive your private key follow one of the links:

1. http://idezlvkoi/fwyood.tor2web.org/D9DAZDESEEFCRY IS

2. http://idezlvkoi7fwyood.onion.to/DIDA2ZDESEEFCET3S

3. hittp://idezlvkoi7fwyood.onion. cab/D9DAZDESEEFCETI5

If all of this addresses are not available, follow these steps:
1. Download and install Tor Browser: https://www.torproject.org/download/download-easy.html
2. After a successful installation, run the browser and wait for initializationi
3. Type in the address bar: i3ezlvkoi7fwyood.onion/DSDAZDESEEFCET35
4. Follow the instructions on the site.

' Your personal identification ID: DSDAZDESEEFCE73S [l



Latvi

a biezalk noverotie varianti

[*) Howto_Restore_FILESHT! x

“ = C [} filey///C:/Users/User/Desktop/Howto_Restore_FILES.HTM

NOT YOUR LANGUAGE? USE Google Translate
*What happened to your files?
All of your files were protected by a strong encryption with RSA-4096

More information about the encryption RSA-4096 can be found here: http://en wikipedia ora/wiki/RSA_(cryptosystem)

What does this mean?
This means that the structure and data within your files have been irrevocably changed, you will not be able to work
with them, read them or see them, it is the same thing as losing them forever, but with our help, you can restore them.

How did this happen?
Especially for you, on our server was generated the secret keypair RSA-4096 - public and private.

All your files were encrypted with the public key, which has been transferred to your computer via the Intemet.

Decrypting of YOUR FILES is only possible with the help of the private key and decrypt program, which is on our Secret Serveril!

What do | do?
Alas, if you do not take the necessary measures for the specified time then the conditions for obtaining theprivate key will be changed.
If you really need your data, then we suggest you do not waste valuable time searching for other solutions becausen they do not exist.

For more specific instructions, please visit your personal home page, there are a few different addresses pointing to your page below:

1.http:/fidjsnfnkwjefnsdf.likinrealm.com =~

2.http://krfdnhfnsai3d.abeleros.com/ =~ . .
3.http:/lidjsnfnkwjefnsdf.likinrealm.com/ =~ ~ .

4. Wil i j3gj.onion. Sadn B -
5.https://4nauizsaaopujdqj.torzweb.orgh = =
6.https://4nauizsaaopuj3gj.onion.cab/b = =

If for some reasons the addresses are not available, follow these steps:

1. Download and install tor-browser: http://www torproject ora/projects/torbrowser html en

2. After a successful installation, run the browser and wait for initialization.
3. Type in the tor-browser address bar: 4nauizsaaopuj3qgj.onion/
4. Follow the instructions on the site.




Your personal files are encrypted!

11:41:39

Your documents, photos, databases and other important files have been encrypted
with strongest encryption and unique key, generated for this computer. Private
decryption key is stored on a secret Internet server and nobody can decrypt your
files until you pay and obtain the private key. The server will eliminate the key after a
time period specified in this window.

Open http://maktub5bqijsujt2.onion. link

or hitp://maktub5bgijsujt2.torstorm.org
or http://maktub5bqgijsujt2.tor2web.org

in your browser. They are public gates to the secret server.

If you have problems with gates, use direct connection:

1) Download TOR Browser from http:/ /torproject.org

2) In the Tor Browser open the http:/ /maktub5bqgijsujt2.onion

(Note that this server is available via Tor Browser only. Retry in 1 hour if site is not
reachable).

ry
Copy Public Key to Clipboard
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Datora inficesanas veidi

o Inficets e-pasta pielikums

' 4 Reply | | =» Forward | % Archive | @ Junk | ®© Delete @ MoreVv
From Lynette mcculloch <mccullochLynette55770@kidstuffentertainment.com.aus®’
Sublect Package # 24980218 2016.03.02. 11115

To

Dear Client,

Your replacement package was shipped 5 days ago and i1s now being transferred to your local post office.

The package identification number is # 24980218 , please double-check the information on it in the file attached
below.

We are grateful for your purchase from our shop and are very sorry for the inconvenience.

> @ 1 attachment: Invoice_ref-24980218.zip 79 k8 = save | v

Téma: Neapmaksats rékins

Labrit,

Pec musu gramatvedibas datiem, jums ir
heapmaksats rekins pret musu uznemumu.
Ludzam steidzami veikt apmaksulll Ludzam
nosutit maksajuma uzdevumu!

Rekina kopija http /failiem v/u/qifsujz
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o Drive-by download - Angler EK+
Joomla, WP

WoEm -1 o s

10
11
12
13
14
i3
16
17
is
19
20
21
22
23
24
25
28
27
28
25
30
31
32
33
34
Zed)
38

<div id="dorlhpvpzimy" class="rcluhgitsugvv">»2%bXzekgModJd</div>

<div id="wrftenlkkot" class="rcluhgitsugvv">cgdkage gbe a ebfauefdec gbkdjda cobkec, bba r» - ao dlb jakateceodkawec jdecyc rawbobbbw b jdrdocwe j dm dacxctewv
crdee=say; ald iekcz d bdm cnev dr czejasdpa nchapaia o bfec fcn, ahbkldpdea lcjdm. dkcxd fkdbneca avdteubzalbzbgk 1b, ubdbncaep ad ald d d, vdm av, a kafkl
decxejasdoba boa ta xaca ceiczd bbu d fc zaheoaoak ckb, la ociaq c e dndjafeidfd gexavbiam! arbndjdjaweca zakae bakbkakecgep a = bbej aibycbe ab iaici cdadevep
cjaibyckbdicmend. k d recco dk awbwctow dcdd boa: xaubjcmdoardxd kdaapa gcfakc, wckdpeeccbhbb. bparazayvb jaic vd vajd p anch ap aiaocbf 9 c; £: cnatc ednc zah eid -
pd. layvaf ca adakbembcdna, nc © b by abbfafckaaaiby cvcocvan b r atar a 'ckb' e b j dhafbocndi. aock ta oa adcafbi bfd g. dz a kaldhboa cdgbcavbpbba meiabajdeboacdg
ad - aubk ai amckaiakdeeaa, kbddcamejcmax ckc xdhahdy csab ac; a hefam. aibren cwd re saya - ka fagbp - bbagecfdpdh: b: a escgd lac axcla o 75 ajbvascw ag
chetectadafefk fdgd xbd dmarbvakag, csac cjak awkbn djcw cyciaparai a =z. bokca rbk pdpcyvambs=a da, iaha cd wvabakbe k bdd ra, n bga paiaydgchagabecjcsdiasbxazex b
bazcjdcagepac aid gbzdo 14 ad dib aemdjde eu akc uc yc gcoxdja tc gbsbd ddexadbbcobv a t abbfaz e iczdiexa cbbco bw bf am a2 mazcf decs eq ahajc 'mdyc' sc wacaxclao
ajbvamafczci at atdh didwd g</div>

<script>

var tredeodbnmgobyx=|(
var laggrgbaruwvm=
var gvxfwyvhcgbv=(5

PMANRTTM:
3237433817751 2™\ xT2\xTE&" 1 "\RT1") ;
"y

var hwllmegijokunogwi= (4 PN xae")
tredeodbnmgobyx+= (1244 LETANRTEA T2 " 1e™) ;
var ibitesyikf=(lé NHEE™:"gnp™) ;

FUam .

var isgocowcinahup= [ 1"):
var rpdlgttifcxvym= (943 1 1] P RT2NHEEN KTV KT\ kT2 \ xEe") ;
ibitesyikf+=(31162859<7

57E6+4340020103 M xT2\KES\ KT M\ xTT ") ;
Tlo" i "ANKT2WKREE\KTA\KTE") ;
361E+25934088 2"\ RTE\RT2\ X6 \X20\x64\XE6E" : "\ xT&") ;

var wmjlgafwvisgk={(
dwlmgfefvngp4= (6353

512"y lwrkmky™: "\ xTE\RELT) ;

var voxoovicyu=(117 QM e" M xETHYRTANKTO") ;
var omjikbozpcxzffn=(70% S»R3LE33237M\KT2":"\KE6E") ;2
wvar zmkhyrpwukavli= (37 PMasm M) ;
var xlepaaejhaz=(11&&3 137mizk":"e") ;
rpdlgttifoxvyms= (2 T\ K20\ RE4™) ;
rpdlgttjfcxvymt=|( 21215963%0%"cya™:"orl");
Xlepaaejhaz+=(37682 170<566313576492828972 M REe™)
avxfwyvhogbw+= (2661313104 3348 WHESYHTANTE N KT2" "\ wTOYES™) ;
var wrftenlkkot=(1639529452>20%18069762"\X6B\RTO" 1 "\RTT") ;
isgcowcinahup+=(1271504839+4372 213<926409295+916921616 2" \XTHA\RELINXEBC 1 "\KTE™) ;
var dorlhpvpzimy=(1%23 a e61?"\xed\x78\x6c" : "doxrlh") ;
hwllmeqjokunogwf+=(246228 2367?"ig":"erturn na");
var temndvgvenjddl= 3] T2 FE2E2?"Wmr" "N HE3™) 2

12 19«1 2MeM "y xTE\xEa") ;

vexooyfoyu+= (61391327
dorlhpvpzimy+= (143 )
writenlkkot+=(12312
laggrgbaruwvmt= (&3

t"rftenlk"™) ;
krl:l’l:'_'_l’l];
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o Botnet

Compromised servers
Running nginx on port 8080

Backend
server(s)

Admin / tick nodes”

" Dridex P2P
bot nodes
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- Ievainojamibas serveri

Your personal files are encrypted! Encryption was produced ...

WWW. pemmme-mem-dk/media/dhl/README_FOR_DECRYPT.txt v
To obtain the private key and php script for this computer, which will automatically
decrypt files, you need to pay 1 bitcoin(s) (~420 USD). Without this key, you ...

Your personal files are encrypted! Encryption was produced ...

https://www. sm memsm .cOM/CP/README_FOR_DECRYPT.txt v
To obtain the private key and php script for this computer, which will automatically
decrypt files, you need to pay 1 bitcoin(s) (~420 USD). Without this key, you ...

Your personal files are encrypted! Encryption was produced ...

[ | m .com/varfREADME_FOR_DECRYPT.txt v
To obtain the private key and php script for this computer, which will automatically
decrypt files, you need to pay 1 bitcoin(s) (~420 USD). Without this key, you ...

Your personal files are encrypted! Encryption was produced ...

[ | = .com/README_FOR_DECRYPT.txt v
To obtain the private key and php script for this computer, which will automatically
decrypt files, you need to pay 1 bitcoin(s) (~420 USD). Without this key, you ...

Your personal files are encrypted! Encryption was produced ...

www. FEC e com/README_FOR_DECRYPT.txt v
To obtain the private key and php script for this computer, which will automatically
decrypt files, you need to pay 1 bitcoin(s) (~420 USD). Without this key, you ...
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- Gramatvediba - iecienits merkis
dazadiem datorvirusiem. Sasifréetas
gramatvedibas datubazes praktiski
garante ienakumus virusa autoriem.

o Uznemumi — nepietiekami aizsargatas
IS ir iekarots merkis. Ja nav rezerves
kopiju — uznémumam vienkarsak ir
samaksat.

o Privatie datorlietotaji — maksajamas
summas parasti ir parak augstas
privatpersonal.
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Rezerves kopijas - veidojiet un DROSI
glabajiet!

Atjauninajumi — uzbrucejam pietiek ar
vienu nedrosu komponentu!
Neklikskiniet uz saitém - ne e-pasta,
ne socialajos tikos

Netveriet negaiditus e-pasta
pielikumus - parjautajiet to sutitajam,
ja tadu negaidat.

Atsledziet ActiveX, Macro funkcijas MS
Office programmas
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Izmantojiet ugunsmura/ IPS sistemas
— tas botnetu un EK ierobezosana
palidz vairak ka AV

E-pastu filtri — blokejiet .scr, .js, .bat,
.exe parsutisanu e-pasta serveri
AppLocker/SRP - vismaz blokejiet
programmu izpildi no %APPDATA% un
% TEMP%

KoplietoSanas mapes— parskatiet
tiesibas tajas rakstit / dzest
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CTB-Locker, Crypto Wall - sobrid nav
lespejams

TeslaCrypt - ir bezmaksas CISCO
izstradata atsSifréSanas programma
CryptoLocker - ir bezmaksas riks no
FireEye

Linux Encoder - ir bezmaksas riks no
Bitdefender

Dazadi vecaki sifrejosie virusi — eksistée
riki no Kaspersky, Dr.Web un citiem
razotajiem.
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. Informé&jiet CERT.LV
. Izveidot pilnu Sifréta diska kopiju (DD,

HDD clone, Clonezilla)

. Identificejiet datorvirusu, kas veicis

failu Sifrésanu — nepalaujaties uz
tekstiem, ko pazinojumos ieliek virusu
autori, eksiste «viltoti» sifréjosie
virusi, kas izmanto svesus
nosaukumus savos pazinojumos.

. Izmeéginiet atgut datus, izmantojot

Windows Volume shadows copy /File
History
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Darbibas datu atgusanai

.| & Windows7 (C:) Properties *
'J General | Tools | Hardware | Sharing

Security | Previous Versions | CQuota
L Previous versions come from File Histony or from
L | restore poirts.
|
I |

Folder versions:
Marme Date mad\:rrﬁed
~ Yesterday (1)
5 WindowsT (C3) 2016.04.25. .38

g ~ Along time ago (1)
5 5 WindowsT (C3) 2015.11.20. 7:32

!
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5. Neveiksmes gadijuma, izmantojiet
failu atguisanas programmas -
Foremost, PhotoRec, un dazadus
komercialus rikus

6. Ja failu zaudésana radijusi
leverojamus zaudejumus - informejiet
valsts policiju!

7. Atjaunojiet datora darbibu saglabajot
Sifreto disku vai ta «klonu» -
iespéjams, to vares atsifret pec kada
briza, ja atklasies Sifrésanas
kriptografiskas nepilnibas, vai tiks
pDarnemta virusa izolatitaiu

'l
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Nemaksajiet izspiedejiem!

Nav garantijas, ka atgusiet
datus, bet jusu nauda tiks
ieguldita arvien jaunu
datorvirusu izstrade!
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d «5-7% on tier 1's 0.5% on crap like
india»

d «only target tier 1 countries so
UK,CA,US,AU. im making around 15k a
month gross and net profit is around
8k.i used to do asia runs but they
make so little its not worth my time»
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o Jaunas versijas apdraud arvien vairak

0S:

o Ransom32 ir rakstits tiri Javascript, CSS
un HTML. Pastav iespeja to pielagot
darbam MacOS un Linux vide.

o Linux Encoder reali sasifré ievainojamus
Linux serverus, vai to failsistemas dalas

2 Vai nakosie biis mobilie telefoni?

o Virusu rakstitaji pielauj arvien mazak
kriptografisku kludu, tapec daudzi
Sifretie dati tieSam nav atgustami, bez
piekluves pie datorvirusa CC.



Paldies!

https://www.cert.lv

cert@cert.lv



