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JeERnay, Ko uzbruceji velas iegut?

Draudu dalibnieka (TA) motivs:
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VeiCi nééana (DeZ| nfo rméC”a) Figure 3 - Origin of threat actors
CERT. EU Threat landscape report 2023

PSOA = private sector offensive actor
https://cert.europa.eu/publications/threat-intelligence/tlr2023/




TOP 5 kiberincidenti un apdraudejumi:

1. Krapsana

PikSkerésSana, bikSkeréSana, smikSkerésana, kvikSkeréSana
u.c.

levainojamibas (cve)
Launaturas & izspiedejvirusi
Piegades kedes uzbrukumi
Pakalpojumu pieejamiba

DDOS
GPS signalu blokésana
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2. levainojamibas

*  Nulles dienas ievainojamibas
- Zinamas ievainojamibas

MS SharePoint

-

CVE-2025-24201 CVE-2025-8088

CVE (Common Vulnerabilities and Exposures) - standartizéta sistéma, kas paredzéta dazadu programmatiras un aparatiras produktu droSibas ievainojamibu identificeéSanai un nosauksanai.
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Incidentos izmantotas ievainojamibas

CVE-2025-53786 CVE-2019-18935 CVE-2025-53770
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A EEREEA lzspiedéjvirusi

Noticis kiberuzbrukums kultliras nozares informacijas sistemam -
PAPILDINATA INFORMACIJA
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R lzspiedéjvirusi
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Ka palidzét cilvékiem, kuri
strada specifisku mazatalgotu
piedzivojis sifrejosa izspiedéjvirusa uzbrukumu, kas darbu

Alkoholisko dzérienu raZotajs "Amber Beverage Group”

rezultéjies uznémuma datu nopladé, apstiprinaja

. — . e Can v - . - Jelgavas ti rafija FOTO: PAULA CURKSTE / LETA
informacijas tehnologiju drosibas incidentu novér$anas = Sl 4

institacijas "Cert.Iv" parstaviji. SIA "Jelgavas tipografija” Sonedél ir cietusi no kiberuzbrukuma,
agentarai LETA pastastija uznémuma valdes priekssedétajs Maris
Matrevics.



R Ransomware operatoru izvéle

CISCO

Cisco Adaptive Security Appliance and Firepower Threat Defense

Unauthorized Access Vulnerability

Cisco ASA and FTD Information Disclosure

Vulnerability
Cisco AnyConnect Secure Mo
Windows Uncontrolled Search Path Vulnerabi
Cisco AnyConnect Secure Mo
Windows DLL Hijacking Vulnerability

nility Client for
Ity

nility Client for



https://www.cve.org/CVERecord?id=CVE-2023-20269
https://www.cve.org/CVERecord?id=CVE-2020-3259
https://www.cve.org/CVERecord?id=CVE-2020-3153
https://www.cve.org/CVERecord?id=CVE-2020-3433

R Ransomware operatoru izvéle

Fortinet

Fortinet FortiOS and FortiProxy Authentication

Bypass Vulnerability
Fortinet FortiOS and FortiProxy Authentication

Bypass Vulnerability
Fortinet FortiOS Out-of-Bound Write

Vulnerability
Fortinet FortiOS Use of Hard-Coded Credentials

Vulnerability



https://www.cve.org/CVERecord?id=CVE-2025-24472
https://www.cve.org/CVERecord?id=CVE-2024-55591
https://www.cve.org/CVERecord?id=CVE-2024-21762
https://www.cve.org/CVERecord?id=CVE-2019-6693

R Ransomware operatoru izvéle

Palo Alto Networks

Palo Alto Networks PAN-OS Management Interface OS Command
Injection Vulnerability

Palo Alto Networks PAN-OS Management Interface
Authentication Bypass Vulnerability

Palo Alto Networks PAN-OS Command Injection

Palo Alto Networks PAN-OS Authentication
Bypass Vulnerability



https://www.cve.org/CVERecord?id=CVE-2024-9474
https://www.cve.org/CVERecord?id=CVE-2024-0012
https://www.cve.org/CVERecord?id=CVE-2024-3400
https://www.cve.org/CVERecord?id=CVE-2020-2021

R Ransomware operatoru izvéle

CISCO

Cisco Adaptive Security Appliance and Firepower Threat Defense

Unauthorized Access Vulnerability

Cisco ASA and FTD Information Disclosure

Vulnerability
Cisco AnyConnect Secure Mo
Windows Uncontrolled Search Path Vulnerabi
Cisco AnyConnect Secure Mo
Windows DLL Hijacking Vulnerability

nility Client for
Ity

nility Client for



https://www.cve.org/CVERecord?id=CVE-2023-20269
https://www.cve.org/CVERecord?id=CVE-2020-3259
https://www.cve.org/CVERecord?id=CVE-2020-3153
https://www.cve.org/CVERecord?id=CVE-2020-3433

R No 0-dienas ievainojamibam
nav pasargats neviens razotajs!
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. Atsledzam neizmantotos servisus

Izdzesam no iekartu konfiguracijas paroles un kontus ko
neizmantojam

Neizmantojam AD administratora piekluves tiesibu kontus
LDAP/Radius servisiem

lerobezojam ar IP/firewall filtriem iekartu loku no kuram var
veikt konfiguracijas izmainas

Segmentacija — dazadas piekluves tiesibas pie iekstikla.
Monitorings — vienmer!
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bloodhound ~
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Analysis

Pre-Built Analytics Queries

Find all Domain Admins
Find Shortest Paths to Domain Admins
Find Principals with DCSync Rights
Users with Foreign Domain Group Membership
Groups with Foreign Domain Group Membership
Map Domain Trusts
Shortest Paths to Unconstrained Delegation Systems
Shortest Paths from Kerberoastable Users
Shortest Paths to Domain Admins from Kerberoastable Users
Shortest Path from Owned Principals
Shortest Paths to Domain Admins from Owned Principals
Shortest Paths to High Value Targets
Find Computers where Domain Users are Local Admin
Find Computers where Domain Users can read LAPS passwords
Shortest Paths from Domain Users to High Value Targets
Find All Paths from Domain Users to High Value Targets
Find Workstations where Domain Users can RDP
Find Servers where Domain Users can RDP
Find Dangerous Rights for Domain Users Groups
Fmd Kerberoastable Members of High Value Groups

ist all Kerberoastable Accounts
Fmd Kerberoastable Users with most privileges
Find Domain Admin Logons to non-Domain Controllers
Find Computers with Unsupported Operating Systems
Find AS-REP Roastable Users (DontReqPreAuth)

Cilietnm Oiierieq » o

Aktivitates datortikla
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Raw Query

MATCH p=shortestPath((n)-[:MemberOf|HasSession|AdminTo|AllExtendedRights|AddMember|ForceChangePassword|GenericAll|GenericWrite|Owns|WriteDacl|WriteOwner|CanRDP|ExecuteDCOM|Allowe:
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Office365 phishing

lease open the scanned attachment
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Standard FIDO

Simple, secure and cost-effective multi-factor
authentication keys

View Standard FIDO Keys

NFC FIDO Keys

Multi-factor authentication keys featuring NFC and USB

connectivity

Explore NFC FIDO Keys

\'

siem |

Biometric FIDO

Biometric multi-factor authentication keys make
passwordless logins possible

Explore Biometric FIDO Keys

:]‘P‘rv\one iPad | iPod

i0S Security Keys

MFA security keys specifically designed for use with
Apple devices

View iOS Security Keys

r apnikusas paroles!
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Piekluvi no perimetra iekartas uz iekstiklu ierobezojam visos
marsrutétajos, ne tikai pasa iekarta

Atlaujam piekluvi tikai nepiecieSamajiem servisiem

Par planotajiem konfiguracijas mainas darbiem bridinam
kolégus

Parbaudam kas sanacis! Gan no iekstikla, gan argjam IP.
Veidojam parbaudes skriptus, proceduras, lai automatizétu un
vienkarsotu atkartotas darbibas.
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3.9. Zurnalfailu parvaldiba

58.1. informacijas sistémas ieslégsanu un izslégsanui;

58.2. kontu izveidi, grozisanu vai dzésanu, kontu piekluves tiesibu izmainam;
58.3. kontu piekluvi informacijas resursiem, tostarp neveiksmigiem piekluves
meéeginajumiem;

58.4. datu pievienosanu, izmainam, dzesanu un datu atlasi;

58.5. tehnisko resursu konfiguraciju izmainam;

58.6. informacijas sistémas pazinojumiem, bridingjumiem un citiem IKT
notikumiem, kas varétu liecinat par kiberincidentu vai citu apdraudéjumu
iInformacijas sistémas vai informacijas resursa drosibai.
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Neglabajiet visus iesp&jamos zurnalfailus maksimali ilgi!
Konfiguréjiet datorsistému auditacijas pierakstus ta, lai tajos butu
atrodama nepieciesama informacija

Neglabajiet zurnalfailus tikai viena vieta!

Syslog, rsync, Logstash, Graylog, Beats utt.

Art zurnalfailu glabatavam javeido rezerves kopijas!

Paméginiet Zzurnalfailos kaut ko atrast! Vai jusu izvéléta sistéma
iIndeksé pareizos laukus? Vai visi zurnalfaili ir izveidoti ar vienlidz
precizu laika zimogu”? Cik senus zurnalfailus jus spéjat operativi
parmekléet?
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Tikla plismas zurnalfailos ietver informaciju par datu nosutiSanas un sanemsanas
notikumiem. Tikla plismas zurnalfailos fiksé vismaz sadu informaciju:

60.1. notikuma laiku, kas sinhronizéts ar augstas precizitates tikla laika protokola
(NTP) serveri;

60.2. datu nosutitaja (avota) un sanémeéja (galamérka) IP adreses;

60.3. avota un galamérka izmantotos tikla aplikacijas limena protokolus
(pieméram, HTTP, HTTPS, FTP);

60.4. ja attiecinams, avota unikalo identifikatoru (MAC adrese);

60.5. izmantoto tikla transporta protokolu (pieméram, TCP, UDP);

60.6. parsutito datu apjomu.



WEEL Tikla plusmu anomaliju kontrole

1. Ikdienas monitorings — iekartu darbibas profila izveide

2. Administratoru sesijas no netipiskam IP

3. Lielu datu apjomu parsutisanas detekcija

4. Savienojumi starp netipiskam iekartam

5. Aréju pakalpojumu sniedzéju piekluve netipiskos vai
nesaskanotos laikos

6. TRAUKSMES - sanemiet un apskatiet tds nekavejoties, nevis péec
24 stundam!




CERT.LV

Kiberincidentu
novérsanas institicija

OCBOTO&Ccs

Jolo]6fo 3
O O O
O 0O O O O

O
@)
@)
g 0.0 0 00 00O

5
:l

b, !{ W A ] (." -
1 "" ¥y v@'“ é . - -'

» ;"(' tﬁ“‘ = = ::- >

[ Scae®

J‘?B(:’(

thgrdroﬁbav o T
su«koplga atbllchba

-
A
™~
S

e
x -t .\' ‘. -l
,& h‘- o

] @cert.lv

https://cert.lv

e~
A
¢>~l" ' 4
2
& &,
5.
R
5

™\

00 d0ov 0 00 00 O



