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Organizatoriska informacija

« Apliecinajumi par dalibu nedélas laika

e Septembra sakuma tiks izsludinats "Kibersoks 2021"
e ar CTF!

e lzvértéjam iespéju rikot lidzigus seminarus biezak

e busim priecigi sanemt jautajumus, komentarus, ieteikumus:
kursi@cert.lv
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Bridingjums!
Saja seminara apskatiti incidenti, kuros varétu bt nepiecie$amiba
lesaistit CERT.LV:

e |aunatura

e ekspluatétas ievainojamibas (parasti publiski pieejamos servisos)
e FIN vai APT grupu operacijas

Cita veida incidentos ricibas plans var atskirties. Seviski japievers
uzmaniba tam, vai planots izmantot savaktos pieradijumus tiesa.

Andrejs Konstantinovs, CERT.LV, 26.08.2021



ACERT.LV A

PieradTjumu savaksana tiesal

Ja planots izmantot savaktos pieradijumus tiesai, tad noteikti japrecizé planotas darbibas ar
savas organizacijas juristiem un / vai Valsts policiju.

Valsts policija ar kibernoziegumu izmeklésanu parasti nodarbojas Galvenas kriminalpolicijas
parvaldes Ekonomisko noziegumu apkarosanas parvaldes 3. nodala.

Piezimes:
e Dazos gadijumos pieradijumu vaksanu labak atstat policijai

e Ja iespejams, triazai izmanto datus, kas jau savakti un atrodas off-device (zurnalfaili no
centralizétas logoSanas sistemas, rezerves kopijas)

e Vacot pieradijumus patstavigi, izvélas vismazak invazivas operacijas (piem. operativas
atminas attélu un pilnu diska kopiju)

e Pieradijumus savac liecinieku klatbutné, pieraksta heSsummas, originalos
pieradijumus ieliek seifa, bet darbojas tikai ar So pieradijumu kopijam
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Seminara plans

1. Triazas pamati

2. Pieradijumu vaksanas procedura

3. Diska attéla un failu vaksana

4. Windows Event Log

5. Operativas atminas attéla iegtisana

Andrejs Konstantinovs, CERT.LV, 26.08.2021
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Incidentu risinasana

2

-

Containment
Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity

Computer Security Incident Handling Guide (NIST)
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
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Sagatavosanas incidentam

- Svarigaka faze

» Kontaktu, komunikaciju protokolu saraksts

* Programmatura pieradijumu vaksanai un triazai
 TTkla dokumentacija

» Lietotas programmaturas saraksts

Business Continuity plani

» Sis seminars

Andrejs Konstantinovs, CERT.LV, 26.08.2021
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Piemeérs #1

Pieradijumu savaksanas plans:

1. formateé aréjo neséju
2. uzkopé uz aréja neséja nepiecieSamas programmas un skriptus
3. pievieno neséju, palaiz programmu (rezultati saglabati turpat)

4. parnes datus uz citu datoru, kur tie tiks analizéti

Pievienojot vienu datu neséju vairakam sistémam, riskéjam, ka:
® pirma sistéma var inficét datu neséja izvietotas programmas

e otra sistéma stradajosa launatura var savakt pieradijumus no pirmas sistémas
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Piemeéers #2

PieradTjumu savaksanas plans, izmantojot SMB, NFS vai
SFTP/FTPS:

1. nepiecieSamas programmas un skriptus izvieto uz read-only
attalinata diska

2. izveido konkréetai sistemai paredzetu attalinatu disku (read-
write)

3. programmas laiz no read-only diska, rezultatus ieraksta read-
write diska, kas pieejamas tikai Sai vienai sistémai
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Triaza

Pirmaja pasaules kara pacienti sadaltti:

1. kas izdzivos, neatkariba no sanemtas palidzibas

2. kas neizdzivos, neatkariba no sanemtas palidzibas

3. kam steidzami sanemta palidziba uzlabos izdzivosanas izredzes
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Drostbas incidentu triaza

Darbibas
e kas javeic steidzami

e kas ietekmé incidenta gaitu
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Drostbas incidentu triaza

Incidenta triazas soli:
1. potenciala incidenta atpazisana
2. verifikacija
3. ietekmes noteiksana
4. incidenta novérsana vai iespaida mazinasana
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Potenciala incidenta atpazisana

Avotu iedalTjums

1. areji 1. pasivi
2. iekséji 2. aktivi
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Potenciala incidenta atpazisana
e Tehniskie risinajumi:
e DS, SIEM
e A/V, EDR
e Antispam, DMARC atskaites
e Cilveki:
e Administratori, citi IT darbinieki

e Klientu atbalsts

e Péetnieki
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Anomalijas

<“—— Anomaly

Investopedia
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Garbage in, garbage out

e datu analizes pamatproblémas:
e trukstosi dati
e lieki dati (adata siena kaudzé)
e ka zinat, kas javac?
e monitoringam

* pieradijumu saglabasanai péc incidenta
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Ka zinat, kas javac?

e subjektiva pieredze

formalas diagrammas reti kad eksisté (un ir up to date), bet datu

® thG-f/OW diagrammas plisma ir noderigs veids ka konceptuali skatities uz incidentu
e draudu modelésana (Threat Modeling)
e OWASP: Threat Modeling Cheat Sheet

e Threat Modeling: Designing for Security, A. Shostack
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RECONNAISSANCE

Cyber Kill Chain
VS
etemesn o MITRE ATT&CK

Exploiting a vulnerability to execute
code on victim's system
COMMAND & CONTROL (C2)
Command channel for remote
manipulation of victim TM

https://attack.mitre.org/

Harvesting email addresses,
conference information, etc.

Delivering weaponized bundle to the
victim via email, web, USB, etc.

ACTIONS ON DBJECTIVES

With ‘Hands on Keyboard' access,
intruders accomplish their original goals

lockheedmartin.com
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For real though

e Jebkurs etiskas hakosanas (penetration testing) kurss
e adversarial thinking
e var aizvietot ar Capture-the-Flag (CTF)

e real-world Tactics, Techniques, Procedurs (TTPs) pétiSana

e uzbrucéjiem: https://attack.mitre.org/groups/

e |aunatdrai: https://malpedia.caad.fkie.fraunhofer.de/
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PieradTjumu vaksanas principi

* most volatile first:
- tTkla komunikacija
* operativa atmina
- zurnalfaili
- diska attéls
- paturam atmina sifréSanu
- méginam but kakis un nevis pele
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Nevar iekapt divreiz viena un tai pasa upé.
Sokrats

Ar katru veikto darbibu riskejam:
- parrakstit / dzést kadus pieradijumus
- informeéet uzbrucéju par izmekléSanas gaitu

Bet tapat ari vilcinoties veikt darbibas riskéjam, ka uzbrucégjs:
- turpina datu eksfiltraciju vai iesak destruktivas operacijas
- dzés pédas vai padara pieradijumu vaksanu neiespéjamu

https://en.wikipedia.org/wiki/Socratest#/media/File:Socrate du Louvre.jpg
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PieradTjumu kategorijas

» TTkla komunikacija
- Operativa atmina
- Faili
- zurnalfaili, launatara, registrs
- sistémas faili var bat aizsargati un nelasami
» Failu sistémas strukttras
* NTFS: Master File Table (MFT) + citi faili
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Diska attéls vs Failu vaksana

« Diska attéls
* (+) satur visus sistemas failus
(+) zurnalfaili, sistémas faili
(+) arT tas, par ko neesam padomajusi
(-
(-

) [ens process, ja iegust no /ive sisteémas
) saméra liels datu apjoms

Vai ar 100GB aréjo neséju noteikti pietiks 100GB diska attéla veidoSanai?
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Diska attéls vs Failu vaksSana

- Atsevisku failu vaksana
* (+) arT no diska attéla batu jaiznem tie pasi faili

-) varam piemirst kadu failu
-) laikus nepamanttas kludas -> trukstosa informacija

Andrejs Konstantinovs, CERT.LV, 26.08.2021
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Demo time

- Diska un atsevisku failu vaksana
« CyLR: https://github.com/orlikoski/CyLR

- FTK Imager: https://accessdata.com/product-download/
ftk-imager-version-4-5

Andrejs Konstantinovs, CERT.LV, 26.08.2021


https://github.com/orlikoski/CyLR
https://accessdata.com/product-download/ftk-imager-version-4-5
https://accessdata.com/product-download/ftk-imager-version-4-5
https://accessdata.com/product-download/ftk-imager-version-4-5

ACERT.LV A

CyLR

Var izmantot jebkuru failu vak$anai (ieskaitot registru, $MFT un citus
sistémas failus). Péc nokluséjuma savac lielako dalu nepieciesama
(saraksts noradits README.md, vél precizak var skatrities
CollectionPaths.cs).

Standarta konfiguracijas failu var parrakstit (vai papildinat) ar savai
videi pielagotu konfiguraciju.

"CyLR.exe -c overwrite.cfg" ignoré standarta konfiguraciju un savac
tikai to, kas noradits ieks overwrite.cfg. Savukart "CyLR.exe -d
additional.cfg" savaks gan standarta failus, gan to, kas noradits ieks
additional.cfg.

Konfiguracijas faila var noradit, gan precizus failus/direktorijas, gan
art izmantot glob / regex, sk. piemeérus.
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Windows Event Logs

- Satur informaciju par
* sistémas darbTbu
* lietotaju darbtbam
- sastaptajam kltdam
- atsevisku servisu zurnalfailus
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Kas nav atrodams ieks Event Logs?

« Tas, kas tur netika ierakstrts:

- Security events
« 4688: process creation

« GPO: "Include command line in process creation events"
« sha hash: Application and Services Logs\Microsoft\Windows\AppLocker

- PowerShell auditing

« 4104: script block (first use)
« Sysmon

* 11: file creation

- 23: file delete

Andrejs Konstantinovs, CERT.LV, 26.08.2021
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Kas nav atrodams ieks Event Logs?

 Tas, kas bija ierakstits, bet tika dzésts:
- tipiski Event Logs apjoms tiek ierobezots péc to apjoma
 vecie ieraksti tiek dzesti, nevis arhivéti
* Risinajumi
« Computer Configuration — Policies — Administrative Templates —
Windows Components — Event Log Service

- citam kategorijam parametri jamaina registra
- centralizéta logosanas sistéma

Andrejs Konstantinovs, CERT.LV, 26.08.2021



ACERT.LV A

leteicamie auditésanas iestatTjumi

o CERT.LV: https://cert.lv/lv/2020/04/rekomendacijas-auditesanas-
iestatijumiem-windows-domena-infrastruktura

« PowerShell auditing (FireEye): https://www.fireeye.com/blog/
threat-research/2016/02/greater_visibilityt.html

« Sysmon: https://docs.microsoft.com/en-us/sysinternals/
downloads/sysmon
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https://cert.lv/lv/2020/04/rekomendacijas-auditesanas-iestatijumiem-windows-domena-infrastruktura
https://cert.lv/lv/2020/04/rekomendacijas-auditesanas-iestatijumiem-windows-domena-infrastruktura
https://cert.lv/lv/2020/04/rekomendacijas-auditesanas-iestatijumiem-windows-domena-infrastruktura
https://www.fireeye.com/blog/threat-research/2016/02/greater_visibilityt.html
https://www.fireeye.com/blog/threat-research/2016/02/greater_visibilityt.html
https://www.fireeye.com/blog/threat-research/2016/02/greater_visibilityt.html
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon

ACERT.LV A

Demo time

- Windows Event logs parsé$ana
- PowerShell
 Eric Zimmerman's tools: https://ericzimmerman.github.io/

Andrejs Konstantinovs, CERT.LV, 26.08.2021
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Operativa atmina

Veértigs informacijas avots, jo satur:
* IzpildTtos procesus;
- atvértos failus, to saturu;
- tikla komunikacijas artefaktus;
- SifréSanas atslégas un atsifrétus datus;
- paroles, lietojumu sesijas, autentifikacijas markierus (tokens);
- atpakotu programmu kodu;
- launatdras kodu, kas injicéts citas programmas vai bibliotékas;
- modificetas OS datu strukttras (liecina par rootkit).

Andrejs Konstantinovs, CERT.LV, 26.08.2021
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Operativa atmina

Attelu iegusSanas veidi:
e virtualizacijas hosts
e live sistéma
e crash dumps ("BSOD")
 "cold boot"
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Attéla iegusana no Hyper-V hosta

1. jauzinstalé "Debugging Tools for Windows"

2. jauzinstale LiveKD no Sysinternals

3. livekd64.exe -y ‘srv*c:\symbols\*https://msdl.microsoft.com/
download/symbols’ -hv myVM -p -o myVM.dmp -vsym

Pilns Hyper-V virtualas masinas eksports:

Export-VM -Name myVM -Path exported/ -CapturelLiveState CaptureSavedState
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Attéla iegusana no VMWare hosta

lzmantojam iebuvéto Snapshots funkcionalitati.

NepiecieSami divi faili:
1. .vmss

2..mem

Andrejs Konstantinovs, CERT.LV, 26.08.2021
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Attéla iegisana no VirtualBox hosta

lebuvéta Snapshots funkcionalitate neder, jaizmanto komandrinda:

VBoxManage debugvm "myVM" dumpvmcore --filename=myVM.dmp
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Attéla iegtusana no libvirt (KVM/QEMU) hosta

Jaizmanto komandrinda:

virsh -c gemu:///system dump --memory-only myVM myVM.dmp

Andrejs Konstantinovs, CERT.LV, 26.08.2021
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Jaunu Volatility profilu veidosana

NepiecieSama, ja Windows versija netiek atbalstita.
Gadas reti, bet drosibas péc savacot atminas attélu, vélams saglabat arr:

c:\windows\system32\ntoskrnl.exe

Vairak informacijas: https://www.osdfcon.org/presentations/2020/Jamie-
Levy _Troubleshooting-Memory.pdf
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Demo time

Attélu iegusSana ar:
« WinPMEM: https://github.com/Velocidex/WinPmem

« FTK Imager: https://accessdata.com/product-download/
ftk-imager-version-4-5

Materiala parbaude ar:

 Volatility (2, 3) Vai uzbrucéjiem §i informacija ir noderiga?

https://cert.lv/Iv/2021/03/it-drosibas-incidenta-pieradijumu-
materiala-iegusana-operativa-atmina
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WIinPMEM

Parasti vienkarsi palaizam standalone programmu, noradot atminas attéla celu:

winpmem_mini_x64_rc2.exe memory.dmp

Dazreiz var but nepiecieSams izmantot citas metodes (péc nokluséjuma uz AMD64
tiek izmantots PTE Remapping un parasti ta ar1 ir viskorektaka):

Jaunajas Windows versijas -0 tiek
blokéts un atminas attéls tiek

winpmem_mini_x64_rc2.exe -0 method_0.dmp

winpmem_mini_x64_rc2.exe -1 method_1.dmp ieguts nekorekts (var parbaudit ar
Volatility, ka aprakstits talakos).

Andrejs Konstantinovs, CERT.LV, 26.08.2021



CERT.LV

FTK Imager

AccessData FTK Imager 4.5.0.3

File | View Mode Help
£ Add Evidence ltem... m @ Memory Capture X
68§ Add All Attached Devices >T| |m
& Image Mounting... B m Destination palh:
Remove Evidence ltem c:\ Browse Memory Progress
Remove All Evidence Items
(& Create Disk Image... Destination filename: Destination: | C:\memdump.mem ]
R memdump.mem Status: | Memory capture finished successfully l
Export Logical Image (AD1)...
Add to Custom Content Image (AD1) D Indude pageme |
et e
Verify Drive/Image...
B Capture Mermory. | []Create AD1 file
[ Obtain Protected Files... memcapture.ad1
Detect EFS Encryption ’ ‘ ’
Export Files... ?| Capture Memory Cancel
Export File Hash List...
Export Directory Listing... \‘
Fvit
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Attéla parbaude ar Volatility

Parbaudes meérkis - parliecinaties, ka savaktais atminas attéls ieguts korekti (bez
page smear) un ir lasams.
Volatility ir pamatriks, kas tiek izmantots operativas atminas analizei. Tam ir divas

versijas: 1. So darbibu noteikti nedrist veikt uz datora, no kura tiek
« Volatility 2 (legacy) vakti pieradijumi. : .
2. Vélams izmantot atsevisku Linux virtualo masinu, kas

* izmanto Python 2 tiek atjaunota uz sakotnéjo snapshot pec parbaudes.

* ir standalone .exe, bet sen nebija atjaunots, neatbalsta jaunas Win10 un
Win2019 versijas, ieteicams izmantot git versiju

« manuali janorada profils, kas atbilst Windows versijai

« Volatility 3 (ieteicams)
* izmanto Python 3
* nav janorada profils, Windows versija tiek noteikta automatiski
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Volatility 3

Nepieciesams Python 3 un git. Var izmantot Linux virtualo masinu, Windows
Subsystem for Linux vai chocolatey:

choco install pythong3 git
git clone https://github.com/volatilityfoundation/volatility3

Atminas attélu var parbaudtt ar komandu:

python volatility3\vol.py -f memory.dmp windows.pstree
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Volatility 2

Novecojusi versija, kas netiek attistita, bet interneta par to atrodams vairak
informacijas ka par Volatility 3. Ta joprojam darbojas, ja nepiecieSams analizét
vecakas Windows versijas (7, 8, 2012, 2016). Jaunakam Windows 10/11 un
Windows Server 2019 versijam parasti javeido profili patstavigi, turklat tiek ieviests
aizvien vairak jaunu droStbas funkciju, kas nav savietojamas ar Volatility 2 - Sajos

gadijumos iesakams izmantot Volatility 3.

Vélams izmantot Linux VM, kur japieinstalé Python 2 un nepieciesamie moduli:
sudo apt install python2 python2-dev
virtualenv venv && . venv/bin/activate
pip install pycrypto distorm3

git clone https://github.com/volatilityfoundation/volatility
python2 volatility/vol.py --profile Win2012R2x64 18340 -f memory.dmp
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Volatility 2 profili

Volatility 2 profili apraksta Windows datu strukttru atrasanas vietu atminas attéla.
Pilnu profilu sarakstu lietotai Volatility 2 versijai var iegut ar, palaizot

python volatility/vol.py --info
Profilam jablt gana tuvam, bet nav precizi jasakrit ar Windows versiju.

Winl@x64 - A Profile for Windows 10 x64 ] ] ] ] ]
Jaunus profilus var izveidot, izmantojot

Winl0x64_10240_17770 - A Profile for Windows 10 x04 (10.0.10240.17770 / 2018-02-10) : -
Windows kodolu, kas atrodams faila c:

Winl@xo04_17134 - A Profile for Windows 10 x04 (10.0.17134.1 / 2018-04-11) .
_ . _ \windows\system32\ntoskrnl.exe,
Winl@x64_17763 - A Profile for Windows 10 x64 (10.0.17763.0 / 2018-10-12) . > : > . :
_ _ _ tapéc vélams vienmer saglabat So failu,
Winl0x64_18362 - A Profile for Windows 10 x64 (10.0.18362.0 / 2019-04-23) : : . >
_ _ _ veidojot atminas attelu.
Winl10x64_19041 - A Profile for Windows 10 x64 (10.0.19041.0 / 2020-04-17) :
Win2012R2x64 - A Profile for Windows Server 2012 R2 xo64 k f
Vairak informacijas:
Win2012R2x64_ 18340 - A Profile for Windows Server 2012 R2 x64 (6.3.9600.18340 / 2016-05-13) J
Win2012x64 - A Profile for Windows Server 2012 xo64
Win2016x64_14393 - A Profile for Windows Server 2016 x64 (10.0.14393.0 / 2016-07-16)
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Atminas attéla parbaude ar Volatility 2

Attélu var parbaudtt, izmantojot Volatility 2 komandu imageinfo:

python volatility/vol.py --profile Win2016x64 14393 -f memory.dmp imageinfo

Var laist ar1 citas Volatility 2 komandas, pieméram parbaudit procesu sarakstu ar:

python volatility/vol.py --profile Win2016x64 14393 -f memory.dmp pstree
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Paldies par uzmantbu!

« Apliecinajumi par dalibu nedélas laika

e Septembra sakuma tiks izsludinats "Kibersoks 2021"
e ar CTF!

e lzvértéjam iespéju rikot lidzigus seminarus biezak

e busim priecigi sanemt jautajumus, komentarus, ieteikumus:
kursi@cert.lv
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