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ATSKATS VESTURE

SSL -Secure Socket Layer
TLS -Transport Layer Security

Definicija: “Transport Layer Security (TLS) and its predecessor, Secure Sockets Layer (SSL), both of

which are frequently referred to as 'SSL', are cryptographic protocols designed to provide
communication security over a computer network”

SSLv2 — Nov 1994, Netscape Navigator 1.1 Mar 19951, PRNG uzbrukums(atslégu entropija 2 47) 12
SSLv3 — Q4 1995, Netscape Navigator 2

Netscape ->> IETF (Microsoft ietekmé)

Microsoft PCT(Private Communication Technology) balstas uz SSLv2, IE un IIS

TLSv1.0 —Jan 1999, RFC 2246

TLSv1.1 — Apr 2006, TLS Extensions, savs IV katra bloka, aizsardziba pret “padding oracle “
uzbrukumiem, RFC 4346

TLSv1.2 — Aug 2008, AEAD(Authenticated Encryption with Associated Data - autentificeta SifréSana),
RFC 5246



PROTOKOLA ARHITEKTURA(ISUMA) 3!
PILNA SAROKOSANAS AR SERVERA AUTENTIFIKACIJU

Client Server

o ClientHello >

4 ServerHello o

< certificate” (€))
4 ServerKeyExchange* o
e | ServerHelloDone e
o ClientKeyExchange >
o [ChangeCipherSpec] >
o Finished >
< [ChangeCipherSpec] o

< Finished m

* DOptional message
[1 ChangeCipherSpec protocol message




PILNA SAROKOSANAS AR KLIENTA-SERVERA AUTENTIFIKACIJU
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SAISINATA SAROKOSANAS — LIETO LAI ATSAKTU JAU NODIBINATU SESIJU

Client Server

o ClientHello >
4 Serverelln 9
< [ChangeCipherSpec] e
« Finished  ({J)

o [ChangeCipherspec] >

O rinistes >

[1 ChangeCipherSpec protogol message




PIELIETOJUMI

Timekla industrija (https)

SSL-izéetie protokoli POP3S, IMAPA4S, FTPS, LDAPS, StartTLS u.c.

RADIUS protokola autentifikacijas paplasinajumi (eap-tls, eap-ttls, eap-
peap-mschapv2)

SSL VPN-i (OpenVPN, izmanto DTLS protokolu, Check Point )
P2P(point-to-point) protokoli (Microsoft SSTP)

IKEv2 , ka IPSec sastavdala (Win7 Agile VPN client, mobilas ierices , kops iOS
9.0 un Windows Phone 8.1 eap-tls, eap-peap-mschapv?2 atbalsts)



PROTOKOLU IEVAINOJAMIBAS
Analysis of the SSL 3.0 Protocol, B.Schneier un D.Wagner 1996 4!

Nedros$a sarunas atsaksana (Insecure Renegotiation) — M.Ray 2009 °/, [idz Q4 2011 industrija TLS
salaboja!

BEAST (Browser Exploit Against SSL and TLS), Sep 20111®! - jetekmé SSL 3.0 un TLS 1.0 versijas. Klienta
puses ievainojamiba!

SSL/TLS datu kompresija - blakus kanala uzbrukumi
- CRIME(Compression Ratio Info-leak Made Easy), Sep 201271 — darbojas ar TLS/SPDY kompresiju
- TIME(Timing Info-leak Made Easy), Mar 20138/ — darbojas mérot RTT starp klientu un serveri

- BREACH(Browser Reconnaissance & Exfiltration via Adpative Compression of Hypertext), Aug 2013!
— darbojas ar HTTP response kompresiju (Request Rate Control ar WAF, response garuma slépsana,
CSRF token maskeésana ar XOR)

Lucky13(5bytes of TLS header+ 8bytes of SN), Feb 201319 - modificéts “padding oracle” uzbrukums
pret CBC sifrésanas algoritmiem, nepieciesams 224 TLS sesijas, jaizmanto AEAD( piem., AES-GCM)

RC4, Mar 201311 — |ai uzlauztu 128-bitu atslégu nepiecieSams 224 sesijas

Triple Handshake MiTM uzbrukums, Mar 2014121 - jetekmé pilno klienta-servera sertifikatu
autentifikaciju, tuneletas autentifikacijas (peap-tls, eap-ttls) un TLS variantu ar DHE apmainu .
letekméja Schannel, Chromium, NSS, SecureTransport u.c. ECDHE atslégu apmaina pasarga.



PROTOKOLU IEVAINOJAMIBAS (TURPINAJUMS)

POODLE( Padding Oracle On downgraded Legacy Encryption), Oct 2014. letekmé SSL 3.0 visus
simetriskos CBC SifréSanas algoritmus., dazas TLS 1.0 realizacijas (F5 slodzes balansétaji, un

A10).
- aizsardziba pret versijas “downgrade” uzbrukumu — TLS FALLBACK SCSV (Signaling Cipher
Suite Value)
- obligats pasakums - atsp€jot SSL 3.0 lietoSanu uz servera



REALIZACIJAS IEVAINOJAMIBAS

PRNG Netscape, 1994!1] - SSL 2.0 entropija tikai 47 biti

Debian, May 2008!'?] - PRNG entropija tikai 16 biti!!!

Heartbleed, Apr 2014/13! - jetekmé&ja OpenSSL versijas 1.0.1-1.0.1f. Heartbeat (D)TLS protokola paplasinajums,
PMTU noteikSanai, paredzéts tikai péc pilnas sarokosanas

CCS(ChangeCipherSpec) injekcijas ievainojamiba, Jun 20144 — |ai izmantotu (1) abam pusém jaatbalsts
openssl, (2)ietekmé OpenSSL 1.0.1 kopu

FREAK (Factoring RSA Export Keys), Jan 2015[*% - jetekmé servera 512-bitu RSA exporta atslégas
(Openssl/SecuteTransport), parakstitu ar ilgtermina RSA atslégu (37% no 14milj. ss/ severu! pamata CDN)

Aktivie uzbrukumi pret nedroSu DH atslégu apmainu

- Logjam, May 2015161 - DHE-512 uzlau$anai nepieciesams 30 sec. izmantojot pirmskaitlosanu
(1ned.pirmskaitloSana ar predefinétiem p un g grupam ar NFS metodi). letekmé Group1, Group2 DHE
atslegas. Stingri ieteicams migrét uz Group14 vai izmantot ECDHE.

- KCI (Key Compromise Impersonation), Jun 2015[17! - |zmanto fiksétas klienta-servera (EC)DH atslégas un
(certc, skc) injekciju klienta storé kombinacija ar MiTM. leteicams atteikties no fiksétajam (EC)DH atsléegam.

SSL DoSM8l uzbrukums serverim ar RSA atslégam (ss/squeeze). RSA-2048 atslégu apmaina servera pusé prasa
7X lielaku skaitloSanas apjomu neka klienta pusé. leteicams pariet uz (EC)DHE atslégu apmainu vai ECDSA
sertifikatu izmantosanu



REKOMENDACIJAS

Protokoli: Serveriem TLS1.1 un TLS 1.2 atbalsts (TLS 1.0 péc nepiecieSamibas, savietojamibai ,bet
ar 1/n-1 splitting tehnologiju aizsardzibai pret BEAST uzbrukumiem, Mac OS X 10.9 Mavericks,
10.8.5 Mountain Lion)

TLS kompresija jaatsp€jo un HTTP kompresijas ietekme jamazina

OCSP responder vieta izmantot OCSP stapling

Session Cache vieta izmantot Session Tickets

lespéjot HSTS (HTTP Strict Transport Security) — aizsardziba pret SSLstrip uzbrukumiem
Jaizmanto PFS ar 2048—-bitu DHE vai ECDHE atslegas

Sakt izmantot ECDSA sertifikatus (P-384)(Bez KU(Key Usage) KeyAgreement karodzina!)
Atspéjot EXP kriptografiju RC4 un MD5 izmantoSanu HMAC un PRF veidosana

SSLCipherSuite HIGH:MEDIUM:!IEXP!MD5:!RC4
SSLProxyCipherSuite HIGH:MEDIUM:!EXP!MD5:!RC4



REKOMENDACIJAS (TURPINAJUMS)
«  Sifrésanas algoritmi:
# Sifré3anas algoritmu konfiguracija izmanto tikai PFS un nodrosina labako veiktspéju
SSLCipherSuite
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES128-SHA
ECDHE-ECDSA-AES256-SHA
ECDHE-ECDSA-AES128-SHA256
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-RSA-AES128-SHA
ECDHE-RSA-AES256-SHA
ECDHE-RSA-AES128-SHA256
ECDHE-RSA-AES256-SHA384
DHE-RSA-AES128-GCM-SHA256
DHE-RSA-AES256-GCM-SHA384
DHE-RSA-AES128-SHA
DHE-RSA-AES256-SHA
DHE-RSA-AES128-SHA256
DHE-RSA-AES256-SHA256
EDH-RSA-DES-CBC3-SHA
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[2] - http://www.cs.berkeley.edu/~daw/papers/ddj-netscape.html
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