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Is cloud secure 
or not?  
 
 

 

Facts and 
numbers 
 
 
 

Cloud security 
 
 

What is 
information 
security? 
 



Microsoft Azure 

What is information security?  
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Insufficient knowledge and 

risk of a security breach are 

the main factors 



Small and medium enterprises: 

Large enterprises: 



Microsoft Azure 

IT security statistics don’t change 

SIMPLE ATTACKS 

96% 
VERY FEW 

SECURITY 

BREACHES IN THE 

PUBLIC CLOUD 

«TO DATE, THERE HAVE BEEN  

Gartner Inc. 

- MOST BREACHES 
CONTINUE TO INVOLVE 

ON-PREMISES DATA 
CENTER ENVIRONMENTS.» 



Customer Cloud provider 

On-Premises 
Infrastructure 

as a Service 

Platform 

as a Service 

Software 

as a Service 

Networking 

Hardware 

Physical Security 

Operating System 

Middleware 

Virtualization 

Data 

Applications 

Users 

Shared responsibility 
REDUCES SECURITY COSTS + MAINTAINS FLEXIBILITY, ACCESS, & CONTROL  





Cameras 

24X7 security staff 

Barriers 

Fencing 

Alarms 

Two-factor access control: 
Biometric readers & card 
readers 

Security operations center 

Days of backup power 

Seismic bracing 

Building Perimeter Computer room 

Physical security 



Infrastructure security 
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Systems 
management 
& monitoring 

Threat 
defense 

Physical & 
logical  security 



Network protection 

Network 
Security 
Groups 

Cloud to  
on-premises 
connections 

Virtual 
Networks 



Data security 

Securing  
data at rest 

Data 
segregation 

Encryption for 
data in transit 



Expanded ecosystem of partner solutions 

Security partners 



Where my data is located? 



Where my data is located? 

Note: Microsoft Azure data centers, Australia – Q2 FY15 

AZURE: 

• Creates three copies of data in each 

datacenter 

• Offers geo-replication in a datacenter 

hundreds of miles away 

• Does not transfer Customer Data 

outside of a geo (ex: from US to 

Europe or from Asia to US) 

 

CUSTOMER: 

• Chooses where data resides 

• Configures data replication options 



Does cloud provider access my data? 
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Does cloud provider access my data? 

 

 

 

 

 

 

 

Pre-screened Admin  
requests access 

Leadership grants 
temporary privilege 

• No standing access to the Customer Data 

• Grants least privilege required to complete task 

• Multi-factor authentication required for all administration 

• Access requests are audited, logged, and reviewed 

Just in Time 

&   

Role-Based 

Access 

Microsoft Corporate 
Network 

Microsoft Azure 

BLOBS 
TABLES QUEUES 

DRIVES 



I have heard that cloud is not secure. Is it? 



US FedRAMP/FISMA 

US CJIS 

UK G-Cloud 

Australia IRAP 

Singapore MCTS 

EU Data Privacy 

Approval 

 

ISO 27001 

ISO 27018 

SOC 1 Type 2 

SOC 2 Type 2 

 

PCI DSS Level 1 

HIPAA/HITECH 

Life Sciences GxP 

 

 

Information 

security 

standards 

Government 
certifications 

Industry 
certifications 

Is the cloud secure or not? 



CONCLUSION 
Cloud security 

Delegates 

responsibility 
Assess risks At least the same 

as on-premises 



Thank you! 


