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Is cloud secure § What is Facts and Cloud security
or not? information numbers
security?




What is information security?

Infrastructure | Physical




1 7% Integration with existing IT

1 6% Regulatory and compliance concerns




Factors
preventing from
using cloud
computing

Services

Data source: Eurostat - http://ec.europa.eu/eurostat/statistics-
explained/mobile/index.php#Page?title=Cloud computing -
statistics on the use by enterprises&lg=en

Accommaodation

Professional, scientific and technical activities | Risk of a security breach
Construction 1
Manufacturing
Information and communication 1 Risk of a security breach

Transport and storage

Wholesale and retail trade; repair of motor vehicles and motorcycles
Electricity, gas, steam and air conditioning; water supply,.. Risk of a security breach

Real estate activities A Risk of a security breach

Administrative and support service activities
0 10

Insufficient knowledge
risk of a security breach are
the main factors

All economic activities:
Insufficient knowledge 42%
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Large enterprises:

O . e
48 /O Location of data, legal jurisdiction

:I_ 7% Insufficient knowledge and skills

:a Cto o | m |t| N g Small and medium enterprises:

Use of cloud
Services

Data source: Eurostat - http://ec.europa.eu/eurostat/statistics-
explained/mobile/index.php#Page’title=Cloud computing - statistics on the use by
enterprises&lg=en

3 2 % Insufficient knowledge and skills

3 2 % High cost of cloud computing



[T security statistics don't change

«TO DATE, THERE HAVE BEEN

) VERY FEW M
O SECURITY
O BREACHES IN THE
SIMPLE ATTACKS PUBLIC CLOUD
- MOST BREACHES
CONTINUE TO INVOLVE

ON-PREMISES DATA
CENTER ENVIRONMENTS.»




Shared responsibility

REDUCES SECURITY COSTS + MAINTAINS FLEXIBILITY, ACCESS, & CONTROL

Applications

Data

Users

Middleware
Operating System
Virtualization
Hardware
Networking

Physical Security

Customer . Cloud provider



R
Z ~, ;. _.J: i ____ﬁ_.‘_ f“. _

P

.}'
[ .
ol
-——
»

o — e
(‘.-I
S T L L O O R - e e
\.--""'.""x',l."‘
»
' EEESERESERESSERSIERESE »
.I n
_-/

grIgea” Ane .‘~

o

- — '\
Lo iy —

P ARABAE Al W




Two-factor access control:
Biometric readers & card
readers
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Computer room




Threat
defense

Physical & Systems
logical security § management
& monitoring




Virtual Network Cloud to
Networks Security oNn-premises
Groups connections




Encryption for B Securing Data
data in transit data at rest segregation
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Expanded ecosystem of partner solutions

Security partners
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V' Symantec. /o), ALERTLOGIC

Checlpoint @ KASPERYKYS

8.3t

Q) McAfee l( Barracuda

% CloudPassage

Obinami )\ ALERTLOGIC  appZeron @I’.‘E'}'% IKOOOIK @) shaviik
WOM-Files  Checlpoint s ¥} ScaleArc commeat  patastax: CHRPC
symantec. [osrst  Dcloudlink @) Corets  semelle® TIBCH  aiiScaler
Dcrueveonn  @Tagetik  riverbed (CKEMP  @BSOTNAS  Famuestripe 4 Penoielose
@ s QY McAfee EIRER ©AlTIS E Metait [g![gm,- mﬂm

e = ® .uvd
l( Barracuda <bhmc &

Q; WOWZA TERVELA
’ SOFTROAE. L i b ks

Dernack @®pprenda

.ru.A corp :\{huﬁ(fbw

f Typesafe cohesiveFT “IClustrix : | ... \EEam

KASPERSKY: FXFY ®g ¥ WilogiPeople ATDL s

cloudera e ' Zevennis NGinNX



Where my data is located?




Where my data is located?

AZURE:
« C(Creates three copies of data in each
datacenter ‘ ‘.

« Offers geo-replication in a datacenter . ‘

hundreds of miles away

» Does not transfer Customer Data
outside of a geo (ex: from US to
Furope or from Asia to US)

CUSTOMER:
* (Chooses where data resides ‘ .
« Configures data replication options ‘

Note: Microsoft Azure data centers, Australia — Q2 FY15



Does cloud provider access my data?




Does cloud provider access my data?

, - Pre-screened Admin
Microsoft Azure Just l?& Time requests access

Role-Based
Access

TABLES QUEUES iREE

| -
:
gt EE_E

temporary privilege

Microsoft Corporate
Network

» No standing access to the Customer Data

» Grants least privilege required to complete task

« Multi-factor authentication required for all administration
» Access requests are audited, logged, and reviewed

18



[ have heard that cloud is not secure. Is it?




[s the cloud secure or not?

Information
security
standards

[SO 27001
SO 27018
SOC 1 Type 2
SOC 2 Type 2

Government
certifications

US FedRAMP/FISMA
Us CJIS

UK G-Cloud
Australia IRAP
Singapore MCTS

EU Data Privacy
Approval

Industry
certifications

PCI DSS Level 1
HIPAA/HITECH
Life Sciences GxP




CONCLUSION

Cloud security

Delegates
responsibility




Thank you!
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