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e Aktivs krapniecibas veids kops 2015. gada
beigam

— leverojami zaudejumi : 10000-200000 EUR

— Galvenie cieteji — precu eksportéetaji un to arzemju
klienti

— lzteikti daudz kokapstrades uznemumu

— Krapsana netiek pamanita vairakas dienas vai
menesus
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e Krapsana notiek izmantojot e-pasta sazinu

— Nepieciesama piekluve kada darijumu partnera e-
pastam — parole ieguta ar pikskeresanu, datorvirusu

— llgstosi vero saraksti, viltotos dokumentus iesuta
pareizaja bridi
— Registre upurim lidzigus domenus, veido weblapu

kopijas

— E-pastos lieto parliecinosus tekstus, lai upuri
mainitu maksajuma detalas
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e Darbibas pamanot maksajumu:

- izveido viltus doménu e-pastu sanemsanai, lidzigu
upura sadarbibas partnera lietotajam

- Norada to e-pasta «REPLAY-TO» lauka

-  Turpmaka sarakste notiek tikai starp krapnieku un
upuri

- Var izmantot lidzigu shemu lai sazinatos ar
maksajuma sanemeju, sutitu tam viltotus
maksajuma uzdevumus lai novilcinatu laiku
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— A A G —
EXPTESS

An attempt to deliver a parcel to you was not successful due to incomplete
delivery address supplied.

We will attempt to deliver vour parcel within 3 working davs.

Parcel ID: 6270980360/GHB

Please download vour neccesary AWDB here. .

Please expect vour package within 3 working davs.

Enjov!
- Customer Support
DHL.... We deliver the world!

Mote: Please do not reply to this email as it has been sent from an address that does not accept incoming
mails. Please follow the above link to complete your address.




Viltoti rekini

File name: Parce 1D 6270380260GHB exa_

Detection ratio: 23/ 56

Analysis date:  2016-11-24 13:17:01 UTC ( 2 nedélas, 4 dienzs ago )

= Analysis @ File detzil

Antivirus

AVG

AN are

Avast

Awira (no cloud)
Baidu
CAT-QuickHeal
Comiodo
CrowdStrike Falcon (ML)
ESET-MOD32
Fartinet

GData

& Additional information ® Comments “ L) Vaotes

Result

Luhe Fiha A

Trojan. Win32. Generic_pakcobra
Win32-Evo-gen [Susp]

TR/Dropper.MSIL. kopuo

= Behavioural information

Win32_ Trojan. WisdomEyes 16070401.5500 9999

TrojanSpy.Acent

TrojWare MSIL TrojanDiropper.Injector. C2F
malicious_confidence_100% (Dv)

a variant of MSIL/Injector. QFM
MSILAnjectar QFMUr

MSIL. Trojan.InjectorJF
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Update

20161124
20161124
20161124
20161124
20161124
20161124
20161124
20161024
20161124
20161124

20161124
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imphash (4 f34d5f2d4577ed6d9ceec516¢c1f5a744

File size 709.4 KB ( 726440 bytes )

File type Win32 EXE

Magic literal PE32 executable for MS Windows (GUI) Intel 80386 32-bit Mono/.Net assembly
TriD Win32 Executable MS Visual C++ (generic) (41.0%)

Win64 Executable (generic) (36.3%)

Win32 Dynamic Link Library (generic) (8.6%)
Win32 Executable (generic) (5.9%)
Win16/32 Executable Delphi generic (2.7%)

Tags
& VirusTotal metadata Viruss upura datora sanemts 10.09.2016!

First submission 2016-11-24 13:17:01 UTC ( 2 nedélas, 4 dienas ago

Last submission 2016-11-24 13:17:01 UTC ( 2 nedélas, 4 dienas ago )
File names Parcel ID 6270980360GHB.exe
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«l write to inform you that our Bankas - Swedbank,
AB has been frozen this morning following the tax
evasion allegation leveled against our company by
our government. (find attached for detail)

For this reason, be advised not to remit the
outstanding payment of 11108 EUR to the account
until we furnish you with the account of our Parent
company abroad for this payment.

Thanks for your understanding.»



Viltoti rekini

Pardavejas/Consignee
UAB -~ 9

Saskaitos data/Issue date 20160412

LT-93234, Klaipéda

Tel./ffaksas: +370 - Z_____

Imkodas 1 avun. o~

PVM kodas LT4(C ... ...

Sask. nr. LT9373000" "~ _

Bankas - Swedbank, AB

Banko kodas 73000

Paysera saskaitos nr: EVP0 akaaeailliiD
Bendrove jregistruota juridiniy asmeny registre
Valstybés imonés Registry centras, Klaipédos
filialas registravimo Nr. 121534

UPDATED REMITTANCE INSTRUCTION

THE ACCOUNTANT

SIA

MK

PVM MOK K : LV:

REGISTRACLIOS ADRESAS
IGA, LATVIJA

DEAR SIR'MADAM

SUBSEQUENT TO THE RESOLUTION OF THE MANAGEMENT OF FIRST LOGISTICS UAB, BE INFORMED
THAT THE UNDER UISTED ACCOUNT IS DESIGNATED FOR THE RECEIPT OF OUTSTANDING AND
FUTURE PAYMENTS TO OUR COMPANY.

THIS DECISION IS BASED ON THE FALCT THAT OUR REGULAR BANK ACCOUNT 1S NOT ACTIVE TO
RECEIVE PAYMENT DUE TO THE TAX EVASION ALLEGATION LEVELLED ACAINST OUR COMPANY BY
OUR GOVERNMENT AS YOU WERE HIGHUGHTED IN THE EARLUER TODAY

OUR TEAM OF LAWYERS ARE WORKING ASSIDIOUSLY ON THE MATTER AND WE HAVE BEEN
ASSURED THAT IT SHOULD BE RESOLVED NOT LATTER THAN END OF APRIL 2016. CONSEQUENTLY.
OUR BOARD OF DRECTORS HAS PASSED A RESOLUTION STATING THAT HENCEFORTH EVERY
PENDING PAYMENT ARISING FROM WIRE TRANSFERS, LC AND CHEQUES SHOULD BE MADE
THROUGH OUR PARENT COMPANY ACCOUNT IN UNITED KINGDOM AS STATED BELOW

NATWEST BANK PLC

1-7 POWIS STREET

WOOLWIC H-UK

SWIFT: NWBKGB2L

IBAN: GBI2NWBK60242611327758

ACCOUNT NAME:LUBEGA JOK- WD

THANKS FOR YOUR ANTICIPATED CO-OPERATION TO THIS OFFICIAL DRECTIVE
YOURS FAITHFULLY

ﬁia! Klaipods. LiPuania
Tek +3M
Kiid T
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Kontakts X 4

€ G -sia.eu/Kontakts/ G Q meklesana v E & A - S

Kontakts

Kontakts

Informacija par uznémumu

Registracijas numurs 40003

PVN LV40003315941

SEPA identifikators LV642zZ4000 3N

Juridiska adrese Kurzemes prospekts S Riga, LV-1067

371271
kontaktslE-sia eu
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Lietotaji tiek pievilinati ar reklamam, apmekléjot dazadas vietnes no mobilajiem
telefoniem

legriez Veiksmes Ratu X U

G Q mekiésana wBa ¥ a S- O

& (i) facebOOks.com
Latvijas Lielaka Virtuala Spéle.

a‘ .= Ziemmasvetku rats

Tikai 8ajos ziemassvétkos. Més dodam Tev iespé&ju iegriezt virttalo Laimes ratu.

4 GRIEZT

TAGAD

No Tavas IP ir pieej; tikai 1 lai rata griezi

Like Comment Share Delete
1,068 others like this

View more comments 15 of 1,356

Kalvis L...Nek3, ganjau neviens nemaz nevar uzvaret.
2
ES 3 hour ago Like 37
E Kristaps K...For3a lieta :)
S BT —
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ALz
713 {§<script type="text/javascript">

714 function spinnerfAiction() {

715 Sfalert ("Welcome to Lucky Wheel!\n'nSpin the Wheel and you may win exclusiwve prizes!\n\nClick OK to Start the Game!")
716 - 1

717

fis [ function startSpin() {

119 var e = document.getElementById("spin"),

720 n = document .getElementByTd ("win™) ,

121 t = document.getElementById{"winP"},

122 o = document .getElementById ("win2"}) ;

3 = e.classHame = e.className + "spinfiround”, n.style.display = "none", t.style.display = "block", setTimeout{functiaon() {
124 t.style.display = "none", o.style.display = "block"”

125 }, 150}, setTimeout (function{) {

126 alert (" Lpsveicam!‘\n\n Ji= uzgriezat Papildus griezienu.) 1 Jums ir iespéja griez laimes ratu velreiz."), spinZenabled = 10
727 - }, €500)

128 - }

125

730 E function spin2() {

731 = if (spinZenabled) {

732 var e = document.getElementById{("spin™),

733 n = document.getElementById{"win"},

24 t = document.getElementById{"winP"}) ,

735 o = document ..getElementById ("win2"™) ;

136 = e.classHame = e.className + " spinfiround2™, n.style.display = "none", t.style.display = "block", setTimeout (functicn{) {
137 t.style.display = "none", o.style.display = "kblock"”

738 ¥}, 150), setTimeout (functian{) {

35 var e = alert("Apsveicam!\n Jus Uzgiezat Apple IPhone 7 (Black, 32GB) .

740 e — 10 || §(".hide-211").hide(), S$(".zhow-211").show();

741 var n = 299,

742 [H t = setInterval (function() {

743 £({"#countdown™) .text{n--), -1 — n && clearInterwval (t)

744 o }: 1e3):;

745 javascript countdown.init(300)

746 o }, €800)

747 = }

748 - }

749
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(& ‘ @ Faceb00ks.com/laimesrats/ bxe

CG w &

Latvijas Lielaka Veiksmes Spéle.

&- = Ziemmasvétku balvas!

Apsveicam Tevi!

Apple Iphone 7 (Black, 32GB)

Par pateicibu mums, pastasti par savu
veiksmi 10 saviem labakajiem draugiem
izmatojot whatsapp

1. Uzspied 10x 'IETEIKT' pogu.
2. Spied 'TURPINAT"

TURPINAT

Rezervacijas ilgums 0 sekundes
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& C |® www.skill2win.net/lv-lv/m-avg/?tc=0&media=QY &cid=SP09-1021] 11‘r| ‘@ 4 & &

lﬁl
AV G Antivirusu aizsardziba
AV G mobilais

levadiet savu mobila telefona numuru, lai instaletu

[J Mobilais talrunis

INSTALET

Pasaulée labakais antiviruss!

VErt&jums: 4 . 2 u u n n : 1 226 750 skatfjumi

Skené lietotnes, korekcijas, multimedijus reallaika

Lauj interneta atrast/izsekot nozaudé&to/nozagto talruni ar Google Maps
MNoblok&/nodz&s savu ierici, lai aizsargatu savu privatumu

|zdzés lietotnes vai uzdevumus, kas palénina ierices darbibu

Drosi parltko internet

Kontrolé savu akumulatoru, glaba$anas un datu paketi

Instalé talit, palielini sava mobila talruna droibu un parsteidz sevi

T U T T R T U T ©

AVG AntiVirus - mobila talrupa programmatiras aizsardziba Android sist&mai. Atra un
vienkarsa aizsardziba tavam talrunim
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Viltus loterijas

C | @ www.skill2win.net/lv-lv/m-avg/?tc=0&media=QY&cid=SP09-1021b9Fd91bfe1a7825987ebf32ec3 @ 1}| ‘& 4 © 4

Ir abonésanas pakalpojums. Pakalpojuma
cena ir 2.90€ par katru sanemto 1szinu.
Pakalpojums ieklauj 1 T1szinas nedéla, 2.90€
nedela + operatora tarifi, ieskaitot GPRS datu
EUEIEERUELCET [szinas nosttiSanas maksa tiek
piemerota saskana ar operatora standarta
tarifiem. Lai partrauktu abonesanu, sutiet 1szinu
STOP WB wuz 1897. Lai varetu izmantot So
pakalpojumu, lddzu, uzstadiet WAP/GPRS
lestatijumums sava mobilaja telefona. Ludzu,
atcerieties  parbaudit iestatjumus. Papildu
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e CryptoWall + Locky

— Sifré lietotaja dokumentus, ka ari failus
koplietoSanas mapeés uz servera

— Dzes shadow files rezerves kopijas
— Sazinas ar serveriem jau pec dokumentu sifresanas

— Maksajumus pienem Bitcoin
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e Merkauditorija
— Gramatvezi
— Uznemumu vaditaji
— Juristi
— Lietvedes

Viens inficets dators var sabojat visus datus uz
servera!
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e Visbhiezak virusi vai to lejupielades riki tiek
izplatit e-pasta

— Lai apietu antivirusu programmas, tiek izmantotas
novecojusas arhivacijas programmas — ARJ, ACE

— 70% infekciju — no Office failiem ar makro
komandam - .DOCM, .DOT, .XLSM u.t.t.

— Arhivi ar skriptiem - .WSF, .WBS, .JS

— AV programmas nedetekte jaunas virusu versijas
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1e

DAPMA “1CY
|1?- 10.2016 arHelld ghalln noddepxusaemca Ha cucmemax Windows XP u senue

LC-NMpeanpnaTne

CraH-xonuAa Ned-18
JaHHBIA fokyMeHT BblN IKCNOPT UPOBAH NpW oMol LC-MNpennpuaTtne

Ons NpocMoTpa, HAOKMWTE 2 Pasa Ha NPW GKE HHEIR JOKyMEHT:

]

OTKpEITE
niobpaweHne

2
s
17.10.2016 Bavecnasckuii O.A Iy oy A
,{:.fl ;%J/ZG /fé‘ﬁyﬂ:ﬂ_.
I
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IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII’

Jasu dokumenti, bildes, datubazes un citi svarigi faili tika noSifréti ar neuzlauZamu SifréSanas
algoritmu un atsl&gu gener&tu Sim datoram.

Privata atsléga failu atSifréSanai ir noglabata slépta interneta serveri un nevienam nav iespé&jas
atSifrét jusu failus tikme&r, kamér jos nesamaksasiet prasito summu lai sanemtu privato atslégu.
Jums ir tikai 96 stundas laika, lai nosatitu maksajumu. Ja jius neveicat maksajumu noraditaja laika,
visi josu faili paliks neatgriezeniski nosifréti un neviens nevarés tos atsifrét.

Nospiezat 'Apskatit’ lai apskatitu sarakstu ar failiem kas tika nosifréti.

Nospiezat "Turpinat’ lai turpinatu uz nakoso lapu.

95:52:30

ELEL L L LTI L LI ELLALL L LA IAA LR LA Al A2 IR AL LIPS L PP PP PP Pl P o p S Pl e e
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e CTB-Locker

— CTB-Locker bridinajums ir iztulkots ari latviesu
valoda

— lIzplatitaji labi parzina vietejos apstaklus

— Aizdomu mazinasanai izmanto Latvija popularus
failu apmainas servisus

— Operativi maina krapniecisko e-pastu veidu
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e Zeus + Dyre+ Dridex

— Pielagotas versijas vairaku Latvijas internetbanku
maksajumu partversanai

— Izplata e-pasta pielikumos

— Izmanto Upatree lejupielades riku, kas pec
aktivizacijas sanem aktualo virusa versiju
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e Kampanu ipatnibas

— Inficeto e-pastu sanemeju loks medz but loti
ierobezots — tikai noteikti uzneémumi, uz dazam e-
pasta adresem

— Parskaititas summas tiek atri parverstas skaidra
nauda

— Inficetos datorus izmanto ka starpniekus citu kontu
apzagsana
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e Armada izspiesanas uzbrukumi

From: Armada Collective <emailimportant@protonmail.com:
Date: 26816-84-16 6:48 GMT+83:806

Subject: DDOS ATTACK

To:

FORWARD THIS MAIL TO WHOEVER IS IMPORTAMT IM YOUR COMPANY AND CAN MAKE DECISIONM!

We are Armada Collective.
http://Imgtfy.com/?g=Armada+Collective

You will be DDoS-ed starting Friay (April 15) if you don't pay protection fee - 25 Bitcoins @ 1LkNZUBGhuPobxVITWHRDCCUWSXPXUPFLM
If you don't pay by Friday, attack will start, yours service going down permanently price to stop will increase to 58 BTC and will
go up 28 BTC for every day of attack.

This is not a joke.
Our attacks are extremely powerful - sometimes over 1 Tbps per second. And we pass CloudFlare and others remote protections!
So, no cheap protection will help.

Prevent it all with just 25 BTC @ 1LkNZUBGhuPobxVITWHRDCcUWSXPXUPTLM
Do not reply, we will not read. Pay and we will know its you. AND YOU

WILL MEVER AGAIN HEAR FROM US!
Bitcoin is anonymous, nobody will ewver know you cooperated.
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e Reali DDOS uzbrukumi nekad nav sekojusi!
e Musu ieteikumi lidzigiem gadijumiem:
— Nekomunicet ar izspiedejiem

— Apzinat kritiskos servisus un izstradat to
nepartrauktibas un aizsardzibas planu

— Sazinaties ar interneta piesleguma nodrosinatajiem,
lai vienotos par ricibu uzbrukuma gadijuma
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e Musu ieteikumi lidzigiem gadijumiem:

— Izmantot makonpakalpojumu vai datu plusmas
«tiriSanas» servisus, lai nodrosinatu pakalpojumu
pieejamibu

— Optimizet pakalpojumu sniegsanas platformas,
padarot tas neuznemigakas pret parslodzes
uzbrukumiem
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IoT — Mirai botnet

1 766 107 bots
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Username/Password  |Manufacturer
admin/123456 ACTIi IP Camera
root/anko ANKO Products DVR
root/pass Auxis IP Camera, et. al
rootivizxv Dahua Camera
root/888888 Dahua DVR
root/G66666 Dahua DVR
root/TujMikaOvizxy Dahua IP Camera
root/7ujMko0admin Dahua IP Camera
G66666/666666 Dahua IP Camera
root/dreambaox Dreambox TV receiver
root/zlxx EV ZLX Two-way Speaker?
root/juantech Guangzhou Juan Opfical
roothc3511 H.264 - Chinese DVR
roothi3518 HiSilicon IP Camera
root/kiv23 HiSilicon IP Camera
root/kivi234 HiSilicon IP Camera
rootfivbzd HiSilicon IP Camera




IoT — Mirai source code

1 // Set up passwords

2 add _auth_entry("\x50\x4D\x4D\x56", "\x5A\x4I\x11\x17\x13\x13", 10);

3 add_auth_entry (" \x<50c4D\x4D\x56", "\ x54\x4B\x58\x5A\x54", 9);

4 add _auth _entry("\x50\x4D\x4D\x56", "\x43\x46\x4F\x4B\x4C", 8);

5 add auth _entry("\x43\x46\x4F\x4B\x4C", "\x43\x46\x4F\x4B\x4C", 7);

6 add_auth_entry("\x50\x4D\x4D\x56", "\xITA\XIANXIANXIANXIANXIA", 6);

7 add auth _entry("\x50\x4D\x4D\x56", "\x5A\x4F\x4A\x46\x4B\x52\x41", 5);

8 add auth_entry("\x50\x4D\x4D\x56", "\x46\x47\x44\x43\x57\x4E\x56", 5);

9 add auth _entry("\x50\x4D\x4D\x56", "\x48\x57\x43\x4C\x56\x47\x41\x4A", 5);

10 add auth _entry (" \ x50\ 4D\ xAD\x56", "\xI3\x10\x11\x16\x17\x14", 5);

11 add_auth_entry (" \x50\x4D\x4D\x56", "\x17\x16\x11\x10\x13", 5);

12 add auth_entry("\x51\x57\x52\x52\x4D\x50\x56", "\x51\x57\x52\x52\x4D\x50\x56", 5);
13 add _auth _entry("\x50\x4D\x4D\x56", "", 4);

14 add auth _entry("\x43\x46\x4F\x4B\x4C", "\x52\x43\x51\x51\x55\x4D\x50\x46", 4);
15 add auth_entry (" \ x50\ x4D\x4D\x56", "\x50\x4D\x4D\x56", 4);

16 add _auth_entry (" \ x50\ x4D\x4D\x56", "\xI3\x10\x11\x16\x17", 4);

17 add_auth _entry("\x57\x51\x47\x50", "\x57\x51\x47\x50", 3);

18 add _auth_entry("\x43\x46\x4F\x4B\x4C", "", 3);

19 add_auth_entry("\x50\x4D\x4D\x56", "\x52\x43\x51\x51", 3);
20 add auth _entry("\x43\x46\x4F\x4B\x4C", "\x43\x46\x4F\x4B\x4C\x13\x10\x11\x16", 3);
21 add auth_entry (" \ x50\ x4D\x4D\x56", "\x13\x13\x13\x13", 3);
22 add auth entry("\x43\x46\x4F\x4B\x4C", "\X51\x4F\x41\x43\x46\x4F\x4B\x4C", 3);
23 add_auth_entry (" \ <4346\ x4\ x4B\x4C", "\xA3\x13\x13\x13", 2);
24 add auth _entry (" \ x50\ 4D\ xAD\x56", "\x1A\x 1A\ x 14\ x14\x14\x14", 2);
25 add _auth _entry ("\ x50\ 4D\ xAD\x56", "\x52\xA3\x51\x51\x55\x4D\ x50\ x46", 2);
26 add_auth_entry("\x50\x4D\x4D\x56", "\x13\x10\x11\x16", 2);

/7
/7
/7
/7
//

!/
/7
/7
/7
/7
//
/7

/7
/7
/7
/7
/7
/!
/7
/7
/7
/7
/7
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root
root
root
admin
root
root
root
root
root
root
support
root
admin
root
root
user
admin
root
admin
root
admin
admin
root
root
root

xc3511
vizxv
admin
admin
888888
xmhdipc
default
juantech
123456
54321
support
(none)
password
root
12345
user
(none)
pass
adminl234
1111
smcadmin
1111
666666
password
1234



CERT.LV
I 0 T WInformécijas tehnolog$->

droSTbas incidentu
novérsanas institlicija

* Miral botu izvietojums
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* MIRAI DDOS 21.10.2016

* 900Gbps — 1Tbps DYN DNS -
lespaido Twitter, Amazon, Tumblr, Reddit,
Spotify, Netflix, Sony PlayStation

Level3 outage map
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e Popularakie merki
— Gmail
— Paypal
— Apple
— Draugiem.lv

— Inbox.lv
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From: *Google* <no-reply@accounts.google.com.mail.com>

Date: Thursday., 13 October 2016

Subject: Government-backed attackers may be trying to steal your password
To:

Attackers may be trying to steal your password

H1

There's a chance this 1s a false alarm, but we believe that
government-backed attackers may be trying to trick you to get your Google
Account password. We can't reveal what tipped us off because these
attackers will adapt, but this happens to less than 0.1% of all Gma1il
users. If they succeed, they can spy on you, access your data, or take
other actions using your account. We recommend change password.

Change password <https://www.google.com/amp/tinyurl.com/

Best,

The Mail Team

® 2016 Google Mail Corp.., 1231 Amphithaetre Parkway., Montain View, CA
98453, LUSA
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v | i) | myacecount.google.com-changepassword-securitypagesettingmyaccountgooglepagelogin.i ga/security/signinoptions/password ?e=YXJ0aXNwYWIyaWtzQGdtyWlsLmhvbQ¥63d%3d&fn=&n=&img=
§ t | I } 1y i It I | d833 1L i 1?7e=YXJ10aXNwYWIyaWtzQGdtYWisLmNvbQ2%3d%3d&=&n=4& [y

Google

D Password

Choose a strong password and don't reuse it for other accounts. Learn more.

Changing your password will sign you out of all your devices, including your phone. You will need to
enter your new password on all your devices.

Password

MNew password

Use at least 8 characters. Don't use a
password from another site, or something too
obvious like your pet's name. Why?

Confirm new password

CHANGE PASSWORD
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| % Reply | | = Forward| | & Archive | | @ Junk| | ® Delete | Morev | From Paypal Service <PayPal@service.cc>17
Subject « [Paypal] Alerte!: Your Account Pay Will Be Limited. = 2015.11.07. 22:55

From Paypal Inc <Paypal@int.coms1i.7
ubject Your account PayPal will be deleted if you don't confirm it 2015.11.04. 1416 To

To

'P'yp a-' Secure

P payral Notice of changes to the PayPal user

Your Account Will Be Limited. agreement.

Dear Customer,

Log in to your PayPall account as soon as possible
Dear customer,

® We have recently encountered a problem in your account.

® when you created your PayPal account to make sure you're the account
holder

® Click the Activation link and Fellow the instructions. !

Your Account Will Be Limited , Until We Here From You . To Update
Your Infa . Simply click an the web address below

Update Your Info

ACTIVATE ACCOUNT

Get more out of your account
MNow is the time to make your PayPal account even more useful:

Account Overview

Update Your Account Update Now

® Get up-to-date information about your payments.
® Add or withdraw money from your PayPal account.
® See a detailed transaction history.

Help Center Partner Directory Logo Center Security Business Center Yours sincerely,

PayPal
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& (& ‘ [ datatext/htmlhttps:/fappleverification.comfverificationsid=54652101;base64, PCFETONUWWYBFIGhObWwglUFVCTELDICIELy9XMOMyLORURCBIVE1 MIDQuIMDEgVHIhbnMNpdGlvb mFsLyaFTiHDQo8aHREbD 4N

iPhone

iTunes Support

Apple Store

Please Sign In

Enter your Apple ID and password

Fargot your Apple ID or
Password?

Cancel

€  MyAppleID

Shop the Apple Online Store, call 0800 048 0408, visit an Apple Retail Store or find a retailer.

Copyright © ()16 Apple Inc. All rights reserved.

Terms of Use

Privacy Policy

Use of Cookies

S 1-800-MY-APPLE 4F Account W Cart
B8 securs

You can use your Apple ID for other Apple
services such as

* [Tunes Store
+ Photo Print Products
+ Cloud

Create Apple ID now

Questions? Just ask. &, 1-800-MY-APPLE

Site Map Hot Mews R5S Feeds Contact Us
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& | @& devonshirecolts.com/IDAPPLE/Login html

vc|@|0\meitésana “ﬁﬁ814u"®

iPhone Watch

My Apple ID

Sign In to iTunes Connect

Please Sign In to you Apple ID to resolve the problem.
Apple ID

Apple ID

Password

Password

Sign In
Forgot your Apple ID or password?

%  MyApple

Copyright © 2015 Apple Inc. All rights reserved.  Terms of Use Privacy Policy

Oi«l¥ DO

0 )
., e

L

iTunes Support

Give the gift
of iTunes.

Music, movies, apps, and more.

(ReD)

(PRODUCT)RED

Red is a good color for you.

And millions of others.
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I-:!DUCT‘I"PE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.0rg/TR/html4/loose.dtd">
* <?php

PRIVATE Apple SCAM

BY Mister Spy Tn

http://www.Tacebook.com/tazsp

7=

<html >
<head><meta http-equiv="Content-Type" content="text/html; charset=UTF-8"=>

<title=1Tunes Connecte/title=
<link rel="i1con" href="http://1m53.qgulfup.com/Ghffdz.1co">

" <style>

f.btn {
background: #3baee7;
background-image: -webkit-linear-gradient(top, #3baee7, #08c);
background-image: -moz-linear-gradient(top, #3baee7, #08c);
background-image: -ms-linear-gradient(top, #3baee7, #08c);
background-image: -o-linear-gradient(top, #3baee7, #08c);
background-image: linear-gradient(to bottom, #3baee7, #08c);
-webkit-border-radius: 7;
-moz-border-radius: 7;
harder-radius: 7nx:
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Par 'draugiem.lv’ lietotaju datu
nelikumigu iegusanu aiztur tris
nepilngadigos (3)

www.DELFLIv | 23. maijs 2016 16:36

L B G REN  102K followers |

Jasu parlikprogramma nespéj atskanot So video. DE I- FI TV <
LGdzu, méginiet citu parlikprogrammu.

Valsts policija (VP) aizturéjusi tris 1999. gada dzimusus jauniesus,
kuri veikusi nelikumigas darbibas ar interneta vietnes
"draugiem.lv” lietotaju datiem. KratiSanas laika policija iznéma
datu neséjus, kuros bija vairak neka tukstotis ar virtualajam
identitatém, informe VP.
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C | [ www.afterburn.ca/wp-content/pilb

stnes [ NFSEN - Profile live [ AIRT: AIRT login pac [ CERTNIC.LV [9 Blackboard Learnin [l Importéts no Firefc () wiki 1 CERT & SecurityFocus

Lenovo.

www.1alv GRIEZ PASAU LI - ®
KAUT PAR in tel
360°

inside”

000G

. |ZVELIES
BEZMAKSAS PIEGADE UZ DPD PICKUP
in b Ox n SignUp  Login~ g% English ~

&3 e-mail Kindly Re-login below to complete verification
i Username: | @inbox.lv

i | snn |

5 foto Password:

&y dating

7 files Help A Forgot your password?

= labledarbl.lv
#% shop
M travel

6 work

w fun
© sites | S FIE IS4
& smart 1 HYSPY it eeReReee
T TiTddddddiddddddddddddddddddddddiddddddee

Be the first of your friends to like this lesan X'Trall!
@ classifieds p— | 2
SlELA - DAk
(@ amigos Ay ]
Spélét
All products

Weather Currency Rates Statistics Friday, 4 March
AN +2.0°C ‘,ﬁ’ USD 1.0862 UAH 28.9381 Registered users: 10344555 Alise, Auce, Enija

Laime celojumu uz Lieldienu salam vai Mauriciju!

Galvenais laimests
city24.lv Hew
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Daudz krapniecibas gadijumu, upuris tiek pierunats
veikt parskaitijumus uzbruceja konta, reti tiek
izmantoti klasiski banku datorvirusi

Sifréjosie virusi vél arvien tiek attistiti, upuru skaits
saruk

Nepieskatitas iekartas klust par nopietnu
apdraudejumu un uzbrukuma riku

Pikskeresana vel arvien ir popularakais veids ka
partvert paroles. Nelietojiet vienu paroli diviem
resursiem!
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