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Kas ir jasarga?
* lekartas, kuras ir kaut kas vertigs

e lekartas, ko var izmantot, lai pieklutu jums
vertigam lietam

* lekartas, kas satur informaciju, kas var radit
interesi jusu konkurentiem

* Privata informacija, ko nevelamies atklat
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Iekartu apdraudejumi

lekartas fiziska drosiba

lekartas operetajsistema

Razotaja uzstaditas programmas

Lietotaja uzstaditas programmas

Bez lietotaja zinas uzstaditas programmas

Datu savienojuma partversana

N R WDNRE

Krapsana, izmantojot socialas inzenierijas
panemienus
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Fiziska drosiba
1. Nenemiet telefonu lidzi uz vietam, kur to nevarat
aizsargat

2. lzmantojiet, razotaja piedavatos blokésanas
risinajumus, biometriju utt.

3. Sifrgjiet talruni esosos datus

4. Uzstadiet attalinatas dzeésanas, un iekartas
atrasanas programmas
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Iekartas operetajsistema

1. Neperciet talrunus, ar loti novecojusam OS
versijam, kuras razotajs vairs nesola atjaunot!

2. Parbaudiet, vai talrunis ir sertificets
3. Sekojiet lidzi OS jauninajumiem un uzstadiet tos
4. Nelauziet OS (“root”, “jailrbreak”)

5. Ja lauziet — nebrinieties :)
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Razotaja uzstaditas programmas

1. No nedrosiem avotiem iegadats talrunis var
saturet kaitigas programmas jau iepakojuma!

2. ADUPS, dazadas reklamas programmas

3. Sis programmas nav iespéjams atinstalét
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Lietotaja uzstaditas programmas

1. Apdraudeti, galvenokart, ir “uzlauztu” programmu
uzstaditaji, no neoficialam vietném

2. Palaikam, tiek kompromitéeti pat legalu
programmu izstradataji, un to razotas lietotnes
satur nevelamu saturu

3. Velams izmantot antivirusu programmu
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Kas vertigs atrodams mana talruni:

* Piekluve jusu bankas kontam

* Aplikacijas, ar saglabatiem kreditkarsu datiem
 Bilde ar jusu pasi

* Piekluve jusu e-pastam

* Darba dokumenti

* Personigas fotografijas un video
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Vai jus aizsargajat savu talruni?

* 92% neizmanto talruna datu sifresanu

* 5% «roototu» talrunu

* 34% neaizsarga talruni ar jebkadu paroli
(péc Duo Labs datiem, 2015)
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Darbam paredzetajas iekartas situacija ir labaka

 18% izmanto blokesanas figuru
* 34% izmanto PIN kodu

* 1/6 neizmanto nekadu aizsardzibu
(péc Samsung Living Business datiem, 2014)
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Kapec uzbrukumi mobilajos ir vieglaki?

Google

Password

Choose a strong password and don't reuse it for other accounts. Learn more.

Changing your password will sign you out of all your devices, including your phone. You will need to
enter your new password on all your devices.

Password

Mew password

Use at least 8 characters. Don't use a
password from another site, or something too
obvious like your pet's name. Why?

Confirm new password

CHANGE PASSWORD
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Ta pati lapa, parasta parluka

§ a i .@ . myaccount.google.com-changepassword-securitypagesettingmyaccountgooglepagelogin.id9954.gg/security/signinoptions/password 2e=YXJ0aXNwYWlyaWiz QGdiyWisLmMNvbQ%e3d % 3d&fn=&n=~&img a |[

Google

[l Password

Choose a strong password and don't reuse it for other accounts. Learn more.

Changing your password will sign you out of all your devices, including your phone. You will need to
enter your new password on all your devices.

PPassword

New password

Use at least 8 characters. Don't use a
password from another site, or something too
obvious like your pet's name. Why?

Confirm new password

CHANGE PASSWORD
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Ko nesaskata lietotajs?

<« C | 0O dataitext/hembheeps:/fappleverification.comjverificationsid=54652101,;base64,PCFETONUWVBFIGhObwWwgUFVCTELDICItLy 9XMOMVLORURCBIVE 1 MIDQuIMDEgVHJIhbnNpdGlvbmFsLySFTiH+DQo8aHRLbD 4N

iPhone iTunes Support

Apple Store N 1-800-MY-APPLE A4 Account W Cart
Please Sign In A secure
Enter your Apple ID and password You can use your Apple ID for other Apple

services such as

s iTunes Store
s+ iPhoto Print Products
s Cloud

Forgot your Apple 1D or =
Password? Create Apple ID now

Cancel Questions? Just ask, \, 1-800-MY-APPLE

[ My Apple 1D

Shop the Apple Online Store. call 0800 048 0408, visit an Apple Retail Store or find = retailer Site Map Hot News RSS Feeds Contact Us

Copyright © (116 Apple Inc. All rights reserved.  Terms of Use Privacy Policy Use of Cockies
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Ko nesaskata lietotajs?

,’! | [ ‘data:textfhtm!https:ﬂappl.e.veriFicaI:in::n.cc:m,."\ureriFicatinnsid:54552‘1 01,baset4,F

Interneta parluka adreses lauka esosos datus ir jamak
pareizi uztvert!

Mobilajos telefonos ekrana vietas taupisanas noluka
adreses laukus biezi nerada vispar!
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Apple

& | @ devonshirecolts.com/IDAEPLE/Login.html v | & |CL mekl&tana | 43 & B 1 4 O v 8

iPhone Watch iTunes Support

My Apple ID

Sign In to iTunes Connect
Please Sign In to you Apple ID to resolve the problem.

Give the gift
of iTunes.

AppielD Music, movies, apps, and more.

Apple D

Password

(PRODUCT)RED
Signn Red is a good color for you.

Forgot your Apple ID or password? Al rilicas D olters.

€  Myapplem

Copyright © 2015 Apple Inc. All rights reserved.  Terms of Use Privacy Policy
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Apple source code

k!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.org/TR/html4/loose.dtd">
" <?php

PRIVATE Apple SCAM
BY Mister Spy Tn

http://wew.facebook.com/tazsp

?=

<html >
<head>ameta http-equiv="Content-Type" content="text/html; charset=UTF-8">

<title=1Tunes Connect=/titles
<link rel="i1con" href="http://imS3.qulfup.com/Qhffdz.1co">

' <style>

t.btn {
background: #3baees7;
background-image: -webkit-linear-gradient(top, #3baee7, #08c);
background-image: -moz-linear-gradient(top, #3baese7, #08c);
background-image: -ms-linear-gradient(top, #3baee7, #08c);
background-image: -o-linear-gradient(top, #3baee7, #08c);
background-image: linear-gradient(to bottom, #3baee7, #08c);
-webkit-border-radius: 7;
-moz-border-radius: 7;
horder-radius: 7nx:
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Viltus loterijas — maksat 3 EUR nedela par neko

H R ¥ N4 [ letaupot majas lapu

A security.mobile82.com/?c=LV&tsc=M I\ secu rity.mobile82.com/?c=LV&

,r!/, Android Security Center

{) Android Security Center

6 iespéjams viruss

Skenésanas virusiem ... Novers virusu un draudiem, kas I1Eni pareizu talruni.

Progress Scan: 2droid.lib.flash378 @ o M

2 iespéjams VITuss Whatsapp (3) Facebook (1) Mail (2)
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Viltus loterijas — maksat 3 EUR nedela par neko

¥ mi1204

= R @ & N 11:43

B global.msmtrakk06d.com/?utm_term

1897 2, = APSVEICAM

Ir izlaists jaunais iPhone un Tev ir
iesp€ja sanemt to bez maksas!

Més davindm 44 iPhones parbaudei, un Tev ir
iespéja hiit uzvarétajam.

FOR ANTIVIRUS
-2:1486460679mb18873715824:
1-

SIS £ oyl

Apstiprinatuy, ka vélies izdzést
virusu.

22/2

€ Noklikskiniet uz lesniegt. S
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Viltus loterijas

<script type="text/javascript">
function spinnerfiction{) f{

ffalert ("Welcome to Lucky Wheel!\n\nSpin the Wheel and vou may win exclusive prizes!\n\nClick 0K to Start the Game!")
}
i H function startSpin{) {
Tls var e = document.getElementById{("=spin™} ,
720 n = document.getElementById{"win™),
721 t = document.getElementById{"winP"} ,
722 o = document.getElementById{"win2")
723 = e.className = e.className + "spinfround"”, n.style.display = "none", t.style.display = "block", setTimeout(function{) {
r24 t.style.display = "none", o.stvle.display = "block"
725 Y, 150), setTimeout (function() {
726 alertc (" Apsveicam!® 1 Jis uzgriezat Papildus griezienu.) spinZenabled = 10
727 - }., 6500)
728 r }
729
730 E functien spin2 () {
ra31i = if (spinZenabled) {
732 var e = document.getElementById("spin"),
= n = document.getElementById("win™) ,
734 t = document.getElementById ("winE"},
735 0 = document.getElementById ("win2"} ;
7386 = e.className = e.className + " spinfiround2"™, n.style.display = "none", t.style.display = "block™, setTimeout (functian() {
BT t.style.display = "none", o.style.display = "block"
738 }, 150}, setTimeout (function() {
739 var e = alert("Apsveicam!‘\n\n Jiz Uzgiezdt Apple IPhone 7 (Black, 32GE). ‘n\n "):
740 e =— 10 || §(".hide-211").hide(), S(".show-all").show():
741 var n = 299,
142 H t = setInterval (function() {
743 £ ("#countdown") .text {n--), -1 =— n && clearInterval (t)
744 ~ }:, 1e3);
745 javascript countdown.init (300)
746 r }, 6800)
747 - 1
748 L }
749
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Viltus loterijas

(& |® faceb00ks.com/laimesrats/ ‘ﬁ'| 'h 4 - &
Latvijas Lielaka Veiksmes Spéle.

&‘ = Ziemmasvétku balvas!

Apsveicam Tevi!

&
i |

Apple Iphone 7 (Black, 32GB)

Par pateicibu mums, pastasti par savu
veiksmi 10 saviem labakajiem draugiem
izmatojot whatsapp

1. Uzspied 10x 'IETEIKT' pogu.
2. Spied 'TURPINAT'

TURPINAT

Rezervacijas ilgums 0 sekundes
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Viltus loterijas

&« C |® www.skillzwin.net lv-lv/m-avg/?tc=0&media=Q'Y&cid=SP09-1021| 1?r| ‘\ 4 - &

lﬁl
AV G Antivirusu aizsardziba
AV G mobilais

levadiet savu mobila telefona numuru, lai instalétu

(] Mobilais talrunis

INSTALET

Pasaulée labakais antiviruss!

VErtgjums: 4 - 2 n n n u : 1226 750 skattjumi

[Z]I Skené lietotnes, korekcijas, multimedijus reallaika

Lauj interneta atrast/izsekot nozaud&to/nozagto talruni ar Google Maps
Noblok&/nodz&s savu ierici, lai aizsargatu savu privatumu

|zdzés lietotnes vai uzdevumus, kas palénina ierices darbTbu

Drosi parltko internet

Kontrolé savu akumulatoru, glabaSanas un datu paketi

Instalé taltt, palielini sava mobila talruna drosibu un parsteidz sevi

(CU CU A KU CA R EA Y

AVG AntiVirus - mobila talrupa programmatiras aizsardziba Android sistémai. Atra un
vienkarsa aizsardzlba tavam talrunim
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Viltus loterijas

c ‘@ www.skill2win.net lv-lv/m-avg/?tc=0&media=QY&cid=SP09-1021b9fd91bfe1a7825987 ebf32ec3 @ 1}| :?m a4 & 4

Sis ir aboné%anas pakalpojums. Pakalpojuma
cena ir 2.90€ par katru sanemto Tszinu.
Pakalpojums ieklauj 1 T1szinas nedéla, 2.90€
nedéla + operatora tarifi, ieskaitot GPRS datu
U CEANELE [szinas nostisanas maksa tiek
pilemérota saskana ar operatora standarta
tarifiem. Lai partrauktu abonéSanu, sutiet Tszinu
STOP WB uz 1897. Lai varetu izmantot so
pakalpojumu, ltdzu, uzstadiet WAP/GPRS
lestatijumums sava mobilaja telefona. Ludzu,
atcerieties  parbaudit iestatijumus. Papildu
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Ka drosak lietot mobilas iekartas

* Aizsargat talruni ar paroli

* Nerakstit savu paroli viltus lapas

* Nesalauzt iekartu aizsardzibu!

e Atjauninat talrunu opereéetajsistemu

* Neuzstadit programmas no neparbauditiem aplikaciju veikaliem

* Publiskos datu parraides tiklos ieteicams izmantot tikai ar SSL
aizsargatus datu parraides veidus. Vel labak — VPN.

* Laicigi ieslegt talruna attalinatas blokésanas iespéju
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Piebilde par viltotiem rekiniem
* KrapsSana ar viltus rékiniem jauns rekords —
1 000 000 EUR no uznemuma!

* Bridiniet savus kolégus/pazinas no privatajiem
uznemumiem

* Finansu darijumos iesakam izmantot e-doc!

e Jaseko lidzi e-pasta serveru konfiguracijai, japarbauda tajos
uzstaditie filtri un paradresacijas

e Svarigakais — aizsargat lietotaju paroles!

e Datoros regulari javeic pilna parbaude ar AV programmam



CERT.LV

Piebilde par viltotiem reliniem
 lemaciet kolegiem — ir tads lauks “Reply To” !!
 Javelaties parbaudit e-pasta ticamibu:

Vai sarakste vél arvien notiek ar isto e-pasta adresi

(parbaudam domeénu, lietotaju, reply-to laukus, filtrus
servert)

Vai e-pasti tiek nosutiti, uz tiem MX serveriem, kas
noraditi DNS ierakstos

Vai datora izmanto pareizo DNS serveri?
 Parbaudam ieprieks veikto saraksti, vai visi rekviziti sakrit

* Nemainam, maksajuma detalas, pec pirma pieprasijumal
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