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* Raksturojumi

v Secindjumi un attistiba



leksejo draudu ietekme

http://breachlevelindex.com/pdf/Breach-Level-Index-
Report-Q12014.pdf

http://enterprise-
encryption.vormetric.com/rs/vormetric/images/Global-
Insider-Threat-WEB.pdf

http://www.vormetric.com/campaigns/insiderthreat/2015/
pdf/2015-vormetric-insider-threat-press-deck-v3.pdf

https://www.forcepoint.com/sites/default/files/resources/fi

les/whitepaper insider threat federal en 0.pdf

http://enterprise-encryption.vormetric.com/rs/480-LWA-
970/images/2015 Vormetric ITR European R3.pdf

@ Malicious insider ( 52% )
Malicious outsider ( 43% )
Hacktivist (4% )

State sponsored ( 1% )

Accidental loss ( <1% )

Malicious insiders claimed the top spot for number of records
breached in the first quarter of 2014, accounting for 52% of total
number of data records breached. This was followed by malicious
outsiders (43%), hacktivists (4%), state sponsored (1%), and
accidental loss of data (<1%).
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Figure 2: How European
organizations view the
difficulty in identifying
insider threats

. Insider threats are more
difficult to detect/prevent
today than they were in 2012

. Insider threats are no easier
to detect/prevent than they
were in 2012

. Insider threats are easier to
detect/prevent today than
they were in 2012
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Figure 3: The top 4 reasons why insider
threats are more difficult to detect

The growing volume of network activity

The growing use of cloud computing

There are more employees, contractors, business
partners, etc. with access to our network

We have more IT assets on the network which
makes security more difficult

Avots [2]
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Figure 1 below identifies the European position on vulnerability to insider
attacks. It shows that the European country feeling most vulnerable to the
threat was Germany at 33%, with France and the UK both returning figures
of 23% and 22% respectively. This contrasted to an earlier US survey from
September 2013 which showed that a massive 47% of US respondents felt
vulnerable to insider attacks.

Figure 1: The percentage of organizations
that felt vulnerable to an insider attack

47%

33%
22% 23% 26%

UK

France Europe Germany

Avots [2] 6
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GLOBAL- 40%

48% 44% 40% 29% 26%

EXPERIENCED A DATA BREACH
OR FAILED A COMPLIANCE AUDIT

Avots [3]
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Figure 5: The percentage of organizations planning
security budget increases as a result of insider attacks

. Yes, Significantly

. Yes, somewhat

B No

Avots [2]



INSIDER THREATS
HOW TO PROTECT YOUR DATA

CONCENTRATE ON PROTECTING
DATA AT THE SOURCE

MAKE ENCRYPTION WITH ACCESS
CONTROLS THE DEFAULT

MONITOR AND ANALYZE DATA I
ACCESS PATTERNS I

REPLACE POINT SOLUTIONS WITH
DATA SECURITY PLATFORMS

Avots [3]



Piedavatais risinajums

-StepClontrol

Identifying suspicious activities @

10



Risinajuma komponentes

e Arhitektura:

v' Analizéjam3as IS audita adapteris
—— v' e-SC algoritma implementacijas modulis
v Grafiska saskarne

— ¢ Pleegja:

v’ Lietotaju darbibu véstures analize
4[ v' e-SC apmaciba, lietotaju profilu izveidosana

v Jaunu darbibu “on-line” monitorings un uzraudziba

— ¢  Matematiskais modelis:

v' Grafu teorija
v" Markova kézu princips
v" Darbibu aizdomiguma metrikas 11



Arhitektura: IS tipveida modelis




Arhitektura: e-SC ieviesana

IT sistéma

e-StepControl
lietotaja saskarne

]
hh—#’

P————
e
leks&ja DB
Anomaliju

meklé3anas algoritms

e-StepControl audita adapteris

Lietotaju 1D
Audita dati

13



Pieeja: 3 soli

e 1.solis—pieslégsana, datu savakSana

v' e-SC pieslég$ana ir salidzinosi vienkarsa un neprasis papildu ieguldijumus
v’ jarada iespéja lasit datus no lietotaju darbibu auditacijas pierakstiem
v irjanodod lietot3ju identifikatori un lomas/tiesibas

e 2.solis—apmaciba, lietotaju profilu izveidoSana

v ir nepiecie$ams veikt katra lietotaja vésturisko darbibu analizi, lai izveidotu
atbilstosus uzvedibas profilus
v tiek veidoti 2 tipu profili — individualais un grupas

e 3. solis—monitorings un uzraudziba

v’ Péc apmacibas pabeigdanas e-SC turpinas veikt lietotaju darbibu monitoringu
,on-line” rezima un nepieciesamibas gadijuma informeés par parkapumiem
14
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Pieeja: 1. solis — datu savaksana 9%

Lietotaju atomaro darbibu pieméri auditacijas liment:
e — autentifikacija;
9 —izvélnes apskatisana;

G —informacijas meklésana;
Q — atlasito ierakstu rezultata apskatisana;

G —ar konkréeto personu saistito datu redigésana;

9 —izeja no sistemas. .



Pieeja: 1. solis — datu savaksana

Lietotajs e

Sistéma Q Audits

‘ e-SC sesiju agregators

Lietotaja sesiju grafs

16
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Pieeja: 2. solis — profilu izveidosana @

Parejas varbutiba

Lietotaja sesiju grafs Lietotaja profila grafs

17



bC

Pieeja: 2. solis — profilu izveidosana @

Individualie lietotaju profili Kopéjais grupas profils
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Pieeja: 3. solis — monitorings

! = =2 1
f)x— B

Aizdomigums = {0 .. 0.33 0.67 .. 1}

20
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Pieeja: 3. solis — profila aktualizacija

Aizdomigums = {0 .. 0.33 0.67 .. 1}

21
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Pieeja: 3. solis — profila aktualizacija

Neizanalizéta datu kopa
O o @ « Klasifikacija ir pabeigta
® O O ) * Sistéma ir apmacita
Pozitivais scenarijs
Negativais scenarijs
Negativais scenarijs (?)

Statusa precizejums

Klasifikacijas korekcija

22



8%

Aizdomigs

Statistika, aizdomigo lietotaju

Aizdomigs Park. noraidits

Lietotaja dati
L] GIRTS MIKELSONS
® LELDELEJA
® AIGARS ZUPA
] TestVards TestUzvards
® JANIS PRIEDE
] Testvards TestUzvards
] LELDE LEJA
L] TestVards TestUzvards
® GIRTS MIKELSONS

] TestVards TestUzvards

i Jlijs 5. 2016 - Augusts 3, 2016 ~

Park. apstiprinats | 7 Neapstradats

Sakuma laiks

02.09.2016 14:37:03

02.09.2016 16:12:56

02.09.2016 16:03:52

02.09.2016 16:02:20

02.09.2016 15:55:44

02.09.2016 15:37:54

02.09.2016 15:34:26

02.09.2016 15:07:23

02.09.2016 15:04:12

02.09.2016 15:02:30

Aizdomigo darbibu TOPs

GIRTS MIKELSONS 1"
TestVards TestUzvards 1"
AIGARS ZUPA 9
LELDE LEJA g
Aigars Obodovs ]

Pabeigs$anas laiks

02.09.2016 16:13:48
02.09.2016 16:12:56
02.09.2016 16:03:52
02.09.2016 16:02:20
02.09.2016 16:00:13
02.09.2016 15:37:54
02.09.2016 15:34:26
02.09.2016 15:31:45
02.09.2016 15:04:12

02.09.2016 15:02:30

Darbibas sesiju saraksts

IITOp_SH

B8 Augusts 7. 2016 - Septembris 6, 2016 ~

v ligums
00.01:36:44
00.00:00:00
00.00:00:00
00.00:00:00
00.00:04:28
00.00:00:00
00.00:00:00
00.00:24:22
00.00:00:00

00.00:00:00

« ¢ T 8 n 10 " > | o»

® Custom Tester

Pasreizeja sesija

@O

Lietotaju profilu vizuala analize

2016.09.05 PRPA_IN101307TUV02_LVO1  levaddati: legit pacienta karti

16:08:56

2016.09.05 LVPS_INOD00D3UVO1 Apzino3anas servisa ienako3o zinojumu
16:09:05 pieprasTjums

2016.09.05 LVPS_INODDOOSUVO1 Apzino3anas servisa izejoo zinojumu
16:09:10 pieprasTjums

2016.09.05 PRPA_IN101307UV02_LVO1  Pacienta kartes iegliSana

Lietotaja profils Grupas profils 161345
2016.09.05 PRPA_IN101307UV02_LVO1  levaddati: legat pacienta karti
16:13:46
L Ng("" . 2016.09.05 PRPA_INDOOOT1UVO1_LVO1 Nosaukums: Izgat pieteikuma statusu
' - 16:14:06 levaddati: Pietelkuma statusa pieprasijums

PORE_INCORIOTLIVG_LVIZ
2016.09.05 PRPA_IN101307UV02_LV01  Pacienta kartes iegi5ana.
16:14:09

2016.09.05 PRPA_IN101307UV02_LVO1  levaddati: legat pacienta karti
16:14:12

Parkapumu solu izpéte

Apmacibas rezims

POR_INOD

Apmacit uz tipveida darbibam v

Apmacibu periods

@ ApmacTt uzreiz v
POR_INGOOODLAT_LWD1
Noteikt aizdomigu darbibu
oz Abi (lietotajs un grupa) v

Darbibu véstures uzglabasana

FORD. IND

1 ménesis v

Dzésanas procesa pédéja izpilde

0001.01.01. 0:00:00

e-SC algoritma konfiguracija 23



Raksturojumi un perspektivas

Saskana ar zinatnieku apréekiniem, izmantojama anomaliju meklésanas metode
spej atklat ap 85% aizdomigam darbibam.

Svarigs nosacijums ir kvalitativa un pilna apmacibu datu kopa:

N

TicamTba

—

Apmacibu skaits

v

Attistot e-StepControl risinajumu, tiek veikti turpmakie pétijumi, lai butu
iespéjams analizet ari citus lietotaju raksturojumus:
v' |P adreses;

v' piekluves laikus;
voooutt, *



Rezumejot...

S sistéemu lietotaju parkapumu meklésana ir [idziga adatas
meklésanai degosa siena kaudze — tik daudz siena un tik maz laika...



Rezumejot...

...tacu pareizo riku pielietoSana padara So uzdevumu par
viegli atrisinamol



