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• AI technologies combine different techniques and algorithms to 
emulate human performance, such as decision-making, learning, 
engaging in dialogue or task execution 

• Machine Learning (ML) is typically a part of an AI solution 

ARTIFICIAL INTELLIGENCE 
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Artificial Intelligence 

• Strong or Weak 

• Narrow or General 

• Other 

DIFFERENT TYPES AND CATEGORIES 

Machine Learning 

• Supervised 

• Unsupervised 

• Reinforcement Learning 

• Neural Networks 

• Deep Neural Networks a.k.a. Deep Learning 
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MACHINE LEARNING 

https://xkcd.com/1838/ 
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• Neural Networks and Deep Neural Networks – speed; flexible 
learning; intuitiveness; complex non-linear functions 

• Intelligent Agents - mobility; aim to accomplish tasks even despite 
contradictory objectives; adaptability to environments and user 
preferences; awareness of human error 

• Artificial Immune Systems – dynamic and multi-layered structure 
(self-adaptability, self-organization); speed; distributed learning; 
robustness; selective response; diversity in detector generation; 
disposability  

• Genetic Algorithms - adaptability to environments; selective 
response; speed; flexible and robust global search 

• Fuzzy Sets/Fuzzy Logic - robustness of reasoning; human-
friendliness 

 

• Think Linux vs Windows 

ALGORITHM ADVANTAGES 
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IMPACT OF AI 
ON GENERAL  
TECHNOLOGY 
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• Complex data 

• Problem-solving 

• Finding patterns 

• Analysis and predictions 

• High-dimensional problems 

• Re-usability of non-pre-programmed software 

• Controlled real-time/online operation 

WHY DO WE NEED IT? 

9 



Copyright © 2017 Accenture Security. All rights reserved. 

• Intuitive games [12] [13] 

• Function optimization for problem-solving [6] 

• Product design and manufacturing [7] 

• Reporting and publishing [8] 

• Medical diagnostics [8] 

• Research [14] 

• Intelligent assistants [9] [4] 

• General augmentation of human ability to think and perform 

CURRENT CAPABILITIES 
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500% INCREASE IN INTEREST 
IN 2015 SINCE 2014 AND A 
200% INCREASE IN Q3 OF 2016 
SINCE 2015 FROM 2010 
THROUGH 2015, FUNDING IN 
THE AI SECTOR HAS 
MULTIPLIED NEARLY 
SEVENFOLD 

– [4] BRANT, K. F., AUSTIN, T. 2016. GARTNER 
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• Disregard for actual business requirements 

• Unawareness of cost and other implications of acquisition, 
deployment and operation 

• Crafted demonstrations and proof-of-concept (PoC) 

• Misunderstanding of the underlying technologies 

HYPE TRAIN 
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THERE IS STILL MUCH TO WORK ON… 

• Data privacy considerations 

• Difficulties with ambiguous data 

 

LIMITATIONS AND PREDICTIONS 

BUT THE ADOPTION OF AI WILL CONTINUE 

• AI is inevitably here to stay 

"We predict that most of the world's largest 200 companies will 
utilize the full toolkit of big data and analytical tools to refine their 
offers and improve their customer experience by 2018."   
[4] BRANT, K. F., AUSTIN, T. 2016. 
 

• Adding intelligence to devices and software 

• Transformation of economy and workplace 

• Many desired solutions yet to be developed 

• Increased availability and affordability 
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• In charge of important aspects of our lives 

• Malevolent goals can be designed or introduced later 

• Machine ethics face many challenges 

• Unknown and unpredictable attack vectors 

MALICIOUS AI 
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• AI failure 

• Difficulties in testing and debugging 

• Challenges in monitoring, visualisation, analysis 

CREATING ADDITIONAL ATTACK 
VECTORS 
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• Targeted model misleading 

• Probing defensive mechanisms 

• Deducing the type of model from the task it performs 

• Using known or discovered 'blind spots' 

AI VS AI 
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• Augmentation of malware capabilities 

• Automated reconnaissance tasks 

• Scanning for vulnerabilities 

• Using the gap in defensive expert skills 

CURRENT USE 
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• NMap Clustering [17] 

• Markov Obfuscate [17]  

• DeepHack [18] 

• AppCrawler [34] 

• Future Work 

SOME EXAMPLES 
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IMPACT OF AI 
ON SECURITY 
- DEFENCE 
PERSPECTIVE 
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SECURITY CHALLENGES 
• Volume of data 

• Diversity of data sources and changing 
environments 

• Diversity, volatility and lack of structure in 
data 

• Requirement for speed of response 

• Low fault tolerance 

 

CHALLENGE AND RESPONSE 

USEFUL AI CAPABILITIES 
• Resource optimisation 

• Increased staff productivity 

• Reduced false-positive rates 

• Reduced incident detection and response 
times 

• More complete scenario coverage 

• Feedback loop 

• Interpretability 

"Defense against intelligent cyber weapons can be 
achieved only by intelligent software." 

[3] TYUGU, E. 2011. 
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• Integration into SDLC and automation 

• Descriptive and diagnostic analysis 

• Malware analysis 

• Forecasting tools 

• Anomaly detection 

EARLY STEPS TOWARDS AI 
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TOOLS 
• ID Panel [17] 

• PUMA Plugin [35] 

• NeuroNet [31] 

• Deep Instinct [43] 

• DeepArmor [29] 

• Mayhem [44] 

• MWDCM [31] 

• MMBot [47] 

 

SOME EXAMPLES 

PROTOTYPES AND FRAMEWORKS 
• Multi-Layered Security Model prototype [31] 

• Machine Learning for detecting malicious websites [36] 

• Machine Learning for identifying C&C communications [37] 

• Deep Neural Networks for malware similarity analysis [33] 

• Self-Organising Maps for detecting malicious intent [31] 

• Neuro-Endocrine Immune System for tool orchestration [31] 

• GAAIS – IDS for mobile networks [31] 
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WHERE ARE THE RESULTS? 

https://xkcd.com/1875/ 
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• Accuracy and reliability still needs improvement 

• Testing and validation 

• Training, tuning and calibration 

• Cost of acquisition, deployment, operation/maintenance 

WHERE ARE THE RESULTS? 
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THE FUTURE 
OF AI 
IN SECURITY 
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• "The rise of AI-enabled cyberattacks is expected to cause an 
explosion of network penetrations, personal data thefts, and an 
epidemic-level spread of intelligent computer viruses.“ [22] 

• "Cybersecurity could become one of the best AI applications that 
the business world has seen.“ [25] 

• "By 2018, 25% of security products used for detection will have 
some form of machine learning built into them.“ [30] 

• "By 2020, sophisticated criminals will be able to beat 80% of the 
organizations who have deployed advanced analytic systems.“ 
[30] 

PREDICTIONS 
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• Lack of training data 

– Simulations and honeypots 

• Need for context 

– Knowledge base; consolidation of security data 

• Increased attack-space 

– Adversarial Training 

• Steep learning curve 

– ‘Prior Knowledge’ 

• Limitations in learning 

– Handle the gaps by other means and other products 

• Questionable accuracy and reliability 

– Focus on Narrow AI 

• Expert skill gap 

– Design and deliver targeted training and education 

• Need for intelligent decision support 

– Use multiple agents; Neuro-Endocrine Immune System for orchestration 

• Paperwork and regulations 

POTENTIAL SOLUTIONS 
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“More than 92.85 percent of false cases are FPs even if the 
numbers of attack types for FP and FN are similar” 
[49] HO, C., LAI, Y., CHEN, I., WANG, F., TAI, W. 2012.  
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Why 

• Existing solutions are limited [50] [51] [52] [54] 

• Higher error tolerance 

• Inherent attack resistance 

Other Pre-Considerations 

• Strong need for context 

• Requires a complex solution 

• Might require a different approach than most existing solutions 

 

INTELLIGENT ANALYSIS OF SECURITY 
FINDINGS – AN APPROACH TO DESIGNING AI-
BASED SOLUTIONS 
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INTELLIGENT ANALYSIS OF SECURITY 
FINDINGS – AN APPROACH TO DESIGNING AI-
BASED SOLUTIONS 

© IBM AppScan Standard 

http://blog.watchfire.com/wfblog/2012/08/out-with-the-old-in-with-the-new-ibm-security-appscan-

standard-86-released.html 

https://www.ibm.com/developerworks/library/se-sql-injection-attacks/index.html 
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• Involve field experts for feature engineering 

• Labelling of true vulnerabilities 

– Good training data 

– Analysis of known attack patterns and signatures 

– Analysis of behavioural data from multiple sources 

– Adding context by proactive search 

• Clustering/classification into vulnerability types 

– Use of a large and varied knowledge base – the context 

– Use different layers to analyse feature sets 

• Assigning a severity/impact rating 

– Evaluation of exploitability – matching/labeling 

– Intuitive deep learning approach 

– Strong goal and reward engineering 

– DeepHack approach 

• Potential to discover new attack and exploitation techniques 

INTELLIGENT ANALYSIS OF SECURITY FINDINGS 
– AN APPROACH TO DESIGNING AI-BASED 
SOLUTIONS 

31 
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• AI is basically just a smarter, more efficient way to create digital products. 

• It is important to consider the implications of true/general AI in its conception phase. 

• AI-enabled solutions can complement existing technologies. 

• The industry will benefit from security specialists with AI development skills 

• Teaching AI to be a 'team player' could help solve data ambiguity issues and the 

need for context, which are common challenges in many fields 

CONCLUSIONS 
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Q&A THANK YOU! 

Contact Latvia.SecurityST@accenture.com 
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