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Foundation purpose 

Excerpt from the deed of foundation  

Berne, 22 October 1987 

 

"The foundation has as its objective to 

create, promote and offer the necessary 

basis for the effective use of modern 

methods of telecomputing in teaching 

and research in Switzerland, to be 

involved in and to support such 

methods.  

  

It is a non-profit foundation that does not 

pursue commercial targets." 
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Registry for .ch and .li 
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SWITCH - Registry for .ch  

• Registry for .ch for 25 years 

• Contract with the office of 

communication  

• 5 year contract (2017-2021) 
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“The key to any 

online presence  

is the  

domain name” 
 

https://www.verisign.com/en_US/website-presence/online/choose-a-domain-name/index.xhtml 
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Internet criminals 

need domain names 
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• Phishing 

• Malware 

• CC 

• Social engineering 

• Fraud 

• Infrastructure 

• Ransomware 

• …......... 

Criminals need domain names for 
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To get access to 

domain names 

criminals need to 

make a decision 
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Take or Buy 
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Take 
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• Domain Hijacking 

• DNS compromise 
(shadowing) 

• Web Compromise 
 

 

Criminals take domain names by 
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• Phishing 

• Malware 

• CC 

• Social engineering 

• Fraud 

• Click fraud 

• Dropzones 

 

Criminals take domain names for 
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• Short periods 

• A few hours to days 

 

• Web hosters and domain owners 

clean up fast 

 

Criminals take domain names for 
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Buy 
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•Faked identities 

•Stolen identities 

•Stolen CC 

•Crypto currencies 

Criminals buy domain names with 
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• Phishing 

• CC 

• Social engineering 

• Fraud 

• DNS 

• Infrastructure 

• Ransomware 

 

Criminals buy domain names for 
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• Short periods 
(phishing) 

• Longer periods  

• Sometimes they can 
use them for years 
 

 

Criminals buy domain names for 
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The answer from 

the domain name 

industry: 
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“Complaints about 

website content are 

outside of ICANN's 

scope and authority” 
https://www.icann.org/resources/pages/content-2013-05-03-en 
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• You may want to contact a law enforcement agency in 

your jurisdiction 

• You may want to file a complaint with a consumer 

protection entity such as the International Consumer 

Protection and Enforcement Network or the US 

Federal Trade Commission 

• You may want to contact the website's Internet Service 

Provider 

• You may want to contact the registrar of the website's 

domain name 

Suggested Solutions by ICANN 
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Domain Abuse  

in Switzerland 

(.ch) 
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• .ch is a ccTLD 

• .ch under a single, Swiss jurisdiction  

• .ch is regulated by OFCOM 

• Regulation on domain names 

 

• SWITCH runs the ccTLD .ch and .li 

• Home for SWITCH-CERT 

 

Situation for .ch in Switzerland  
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• The registry has a active role in fighting 
domain abuse: 

• Phishing 

• Malware 

• Support of Phishing or Malware 

 

• May support authorities in other cases 

 
 

https://www.bakom.admin.ch/bakom/de/home/das-bakom/organisation/rechtliche-grundlagen/verordnungen/internet.html 

Regulation on domain names 
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• Suspend a domain name for 5 days 

• For 30 days with confirmation from MELANI 

• Request the identity of the domain holder 

• Delete domain name after 30 days 

• Sinkhole domain name for 5 days 

• Sample domain names from DGAs to 
sinkholes 

 
 

https://www.bakom.admin.ch/bakom/de/home/das-bakom/organisation/rechtliche-grundlagen/verordnungen/internet.html 

The registry is allowed 
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Take 
 

Activities against 
compromised domain names 

and websites 
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Domain holders 

are victims  

of cybercrime  
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Domain holders  

need to  

take action! 
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• Awareness 

• Cleanup process 

• Partner with registrars and 
hosters 

• Suspension if no action after 
24 hours 

Activities against compromises  

32 
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Buy 
 

Activities against malicious 

registrations 



© 2017 SWITCH | 35 

>99% correlation  

between complaints  

on website content  

and  

registrations with  

faked or stolen identities 



© 2017 SWITCH | 36 



© 2017 SWITCH | 37 



© 2017 SWITCH | 38 



© 2017 SWITCH | 39 



© 2017 SWITCH | 40 

Activities against malicious registrations 

• Cooperation with the authorities 
• Federal police 

• Local police 

• Finma (finance regulator) 

• Gambling regulator 

• Swissmedic (medical regulator) 

• Request Id and Swiss correspondence 
address 

• Delete domain name if no answer 
within 30 days 
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Requests by Swiss authorities for 

domain holder data 
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https://www.switch.ch/news/fake-webshops/ 
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• Criminals have enough resources to spend 
on domain names 

• There are many business cases that allow 
the purchase of domain names 

• Domain name registrations with fake or 
stolen identities 

• The number of abusive registration is 
increasing for .ch 

• The domain name industry needs to be 
proactive to fight domain name abuse  

Conclusion 
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http://securityblog.switch.ch/ 
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